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1. O01mue moJ10KeHus

1.1.  TocynmapctBenHass utoroBasi arrectanusi (mamee — I['MA) oOydaromuxcst mo
cnenuanpHocT  09.02.06  CereBoe M CHCTEMHOE agMUHUCTpupoBaHue B  UYacTHOM
npodeccnoHaIbHOM 00pa3oBaTeIbHOM yupekaeHnH [1eTpo3aBonckuii KOONepaTUBHBINA TEXHIUKYM
Kapenpecnorpebcoroza (manee — TexHHMKyM) TPOBOIMTCS B COOTBETCTBUU ¢ DenepanbHbIM
3aKOHOM OT 29 nmekabpst 2012 r. Ne 273-@3 «0O06 obpaszosanmu B Poccuiickoii @eneparumny,
IIpukazom Munucrepcrsa npocsemenust Poccun ot 08.11.2021 r. Ne 800 «O06 yTBep:xaeHun
NOpsiIka TPOBENEHUS] TOCYJApCTBEHHOH HTOTOBOH  arTecTalud 1o  00pa30BaTebHBIM
nporpaMMam cpenHero npodeccnonanbHOro oopaszoBanus», [lpukas MunucTEpCTBA 00pA30BAHUS
u Hayku Poccutickoit @eneparuu ot 9 nekadpst 2016 r. N 1548 "O06 yTBep:xkneHuu GenepaabHOro
rOCyAapCTBEHHOrO 00pa30oBaTENbHOIO CTAHAAPTA CPEAHETO MPOpECCHOHATBHOTO 00pa30BaHuUs Mo
cneruanbHocTr 09.02.06 CeteBoe u cuctremuoe aamuaucTpupoBanue” (nanee — ®I'OC CIIO).

1.2, Henp T'HA — ycTaHOBJIEHHE COOTBETCTBHSI PE3YJIbTATOB OCBOSHHS OOyUYAIOTUMUCS
00pa3oBaTeNbHBIX MporpamMm, cooTBeTcTBYIOIIMM TpedoBanusm OI'OC CIIO.

1.3.  THA mnpoBomuTCcsl roCynapCTBEHHOH 5K3aMEHALMOHHOM KOMHCcHeH (manee —
I'2K). Cocras I'OK yTBeprknaeTcst npuka3oM aupektopa TexHukyma.

14 K THA pomyckaercss OOyYarOIIMICS, HE HMEIOIIHUNA  aKaIeMHYeCKOH
3aIOJUKEHHOCTH U B TIOJHOM OOBEME BBINOJHHUBINWN y4eOHBI TUIAaH WIM HHIUBUIYAJBHBIN
y4eOHBII MJIaH 10 OCBanBaeMOI 00pa3oBaTEIBLHON MpOrpaMme.

1.5.  OOvem Bpemenu, koropwiii orBomutcss Ha [HMA, ompenensiercs ®I'OC CIIO u
KaJCHIAPHBIM Y4eOHBIM IPapuKOM.

1.6, ®opmamu I[MA BBITYCKHHKOB SBJISTIOTCS 3allUTa JAWIUIOMHOW paloOThl H
JEMOHCTPALIMOHHBIN 3K3aMEH.

JleMOHCTpalMOHHbIN 5K3aMEH NpeTyCMaTPUBAET MOIEINPOBAHUE
PEaNIbHBIXITPOU3BOJCTBEHHBIX YCJIOBUIM [Ji1 pelIeHHUs BBIMYCKHUKAMM MPAKTUYECKUX 3a7ad
poheCCHOHATTbHOUES TEIbHOCTH.

JuriomHasi pabota mpencrasisieT coOOi CaMOCTOSITENBHO BBIMOJIHEHHOE O0YYaroIUMCs
3aKOHYEHHOE HCCIIeOBaHNE B MPO(ecCHOHANBbHON 00JacTH NeSTENbHOCTH, COOTBETCTBYIOIIEE

tpeboBanusim @I'OC CITIO no cnenuanbHOCTH.

2. Ilopsinok moAroTOBKH AUNJIOMHOH padoThI

2.1.  JunmomHuas paboTa AOJKHA UMETh aKTYaJIbHOCTb U MPAKTHYECKYIO 3HAYMMOCTD U

COOTBETCTBOBATb COMAEPIKAHUIO OIHOTO MM HECKOIBKUX MPO(eCCHOHAIbHBIX MOTYJIEH.



2.2.  TexHUKYM OmpenemsieT TEMaTUKy TUILIOMHBIX padot (IIpunokenue 1).

Obyuarommecss WMEOT MPaBO BBIOPATh TEMy JUIUIOMHOH padoTBl, B TOM YHCIE
MPEUIOKUTHCBOIO TEMY ¢ HEOOXOAMMBIM OOOCHOBaHHMEM IeJIECOOOPA3HOCTH €€ pa3paldOoTKu AJis
MPAKTUYECKOTO MPHUMEHEHHSI.

23. Jlns TOATOTOBKM AMIUIOMHONW padoThl O0yd4aromemycsi Ha3HA4aeTcsl Hay4HBbIH
PYKOBOAUTENb. 3aKpeIuleHue 3a OOy4aroIlUMHUCS TeM IUIUIOMHBIX pPa0oT, Ha3HA4YeHHe
PYKOBOIUTENIEH OCYIIECTBIIICTCS MPUKA30M JupekTopa TexHuKyma.

24. B 00s3aHHOCTH HAyYHOT'O PyKOBOAMTENS JUILNIOMHOHW paOOThI BXOIUT:

- pa3paboTKa COBMECTHO ¢ OOyHAIOIMUMCS TJIaHa JUTLIOMHON padoThl;

- pa3paloTka KaJeHIapHOIrO IUIaHA BBINOJHEHHUsS TUIUIOMHON pPabOThIHA BECh NEPHUON
BoInojHeHust paboTsl (IIpunoxenue 2),

- KOHCYJIbTHPOBaHHE 00YHArOIErocs o BOMPOCAM COIAEPKAHUSA M CTPYKTYPhI TUIUIOMHOMN
padoTHI;

- OKa3aHKe MOMOIIH O0YYareMycsi B Toa0ope HeOOXOANMBIX HCTOYHUKOB,

- KOHTPOJIb XOZa BBINOJHEHUS] AUIJIOMHONW PaOOThl B COOTBETCTBHH C yCTAHOBJIEHHBIM
rpadukom;

- KOHTPOJIb O(hOPMIIEHUS TUTIJIOMHOHN paloThI,

- KOHCYJIbTUPOBAHHE OOYJaroIEerocsi B MOArOTOBKE MPE3CHTAINH U AOKJIAA IS 3aIUThI
IUTUIOMHOH paboThI;

- IPOBEICHUE TIPENI3ALIUTHI,

- IPEOCTABJIEHNE MICbMEHHOTO OT3bIBa HA JTUINIOMHYIO padoTy.

2.5. OOmee pyKOBOACTBO U KOHTPOJb 32 XOIOM BBIMOJHEHHS IUIUIOMHBIX pPadoT
OCYLIECTBIISIFOT 3aMECTUTENb JTUPEKTOpa MO y4eOHO-BOCIHUTATENbHOH paboTe, 3aBenyroLiue
OTAENICHUSIMU U TPENCENATENN METOINIECKIX [IUKJIOBBIX KOMHCCHH.

2.6.  JunmomHuas pabota noywkHa ObITh oopmiieHa B cooTBeTCTBHH ¢ «TpeboBaHusIMU
K JIWIUIOMHBIM paboram oOyuaromuxcs YacTHOro mnpoecCHOHANIBHOrO 00pa30BaTENbHOTO
yupexknenuss  IlerposaBonckuii  KoomepaTuBHBIM — TeXHMKyM  KapemnpecnorpeOcorosay,
yTBEPKAECHHBIMHU TEXHUKYMOM.

27. llo 3aBepiieHur0 OOyHYAIOLIMMCSA TOATOTOBKM AWILUIOMHOW paboOThl Hay4HBIN
PYKOBOIUTENb TPOBEPSiET Ka4decTBO pabOThl, CTaBUT IMOANUCh HA THUTYJIBHOM JIHCTE,
opopmnsiernucemennbiit 0T3b1B  (IIpunokerne 2). OOydwaromuiicss mepemaer MNpencenaTetto
METOIMYECKON [IUKJIOBOH KOMHUCCHHMPACIIEYaTAHHYIO TUIUIOMHYIO paboTy He MO3JHee, 4YeM 3a TPH

JHA OT YCTaHOBJIeHHOfI AaThbl 3aIMUTHI.



3. IMopsiaok 3aUTHI AUMJIOMHBIX padoT

3.1. 3amura OUIUIOMHBIX padOT NPOBOAMTCS HA OTKPBITHIX 3acemaHusix [OK ¢
y4acTHEM He MEHee IByX TPETeH ee COCTaBa.

3.2. Bo Bpems Aokyiaga 0Oy4aroIIHICS MOXKET HCIIOIb30BATh MOATOTOBICHHBIN HATJISAHBIN
MaTepua, WLTIOCTPUPYIOIINI OCHOBHBIE TIOJIOKEHUS TUIJIOMHOHN paloThI.

3.3.3amuTa qUIIOMHOM pabOThl MPOXOAUT B CIEAYIOLICH MOCIeIOBATEIbHOCTH:

- TpencTaBlieHHe 00YYaroIIerocs, TEMbl AUILIOMHON paboOThI;

- nmokJaa oOy4aroImerocs;

- Bonpocsl wieHoB ['DK mo noknaay u TEKCTy OUIUIOMHON paOoThl M OTBETHI HA HUX
ofyudaromerocsi.

3.4. Jloknan oOydvaromerocss MO TEMEIUIIOMHOW paboThl HE IOJDKEH 10 BpPEMEHU
MPEBBIIATL 5 — 7 MUHYT.

3.5. Pesynbrarel 3amuThl JUIUIOMHBIX PadOT OINPEneNsioTCs OLEHKAMH «OTIHYHOY,
«XOpOLIOY, «YAOBIETBOPUTENIBHO», «HEYAOBIETBOPUTENBHO» W OOBSBISIOTCS B TOT XK€ JEHb
nocjie 0OpMIICHUS B YCTAHOBJIGHHOM MOPSIIKE MPOTOKONIOB 3acenanwnii [ DK,

3.6. Pemennss I'DOK mpuHUMArOTCA Ha 3aKPBITHIX 3aCEJAHMUAX IMPOCTBIM OOJIBIIMHCTBOM
rOJIOCOB WIEHOB KOMHCCHH, YYaCTBYIOIIUX B 3aCENaHWU, NPU OOS3aTENbHOM TNPUCYTCTBHU
npeacenarenss KOMHUCCUHM WU ero 3amectutens. Ilpu paBHOM d4wmcie TrojiocoB  rojoc
MPENCENAaTENbCTBYIOIEr0 Ha 3aCeNaHUM TOCYJapCTBEHHOW 3K3aMEHALMOHHOM KOMHCCHUH
SIBJISIETCS] PELUAOIIIAM.

3.7. 3acenanus ' 9K nporokonupyrotcst 1 noanuckiBatotcs uneHamu ' DK u cexperapem.

4. Kpurepuu oueHKHAUNIOMHO# padoThI

4.1. Ilpm ompeneiseHWH OLEHKH IO 3aIIUTE IUIUIOMHOW pPabOThl YYHUTHIBAIOTCA:
Ka4eCTBO O(OPMIICHHUS AUMIJIOMHON PadOThI, KaU€CTBO YCTHOTO JTOKJIAAA BBIITYCKHHUKA, CBOOOIHOE
BJIAZICHHE MaTepHajOM TUIUIOMHOH padoThl, IiyOMHA W TOYHOCTH OTBETOB HA BOIPOCHI, OT3BIB
PYKOBOJHUTEIIS.

4.2. OueHka OTIUYHO» BBICTABJISIETCS B TOM CJIy4ae, €CJIU:

- IUTUIOMHAs1 paboTa HOCHT UCCIIEIOBATEIbCKUI XapaKTep, OTIMYAETCs HOBH3HOM,

- 4eTKO O0O3Ha4YeHbl AKTYyaJbHOCTh IUILUIOMHOW pabOThI, €€ Lenb, 3aJaud, MpenMerT,
00BEKT MCCIIEIOBAHUS,

- COAEPKUT TPAMOTHO H3JIOKEHHBIE TEOPETHYECKHE [MOJIOKEHUs, IPEACTaBIIECH

TEOPETUYECKUH aHAINU3, KPUTHUECKUI pa3z0op MPaKTHUECKOTO OmbITa IO HCCIENyeMOH Teme,



XapaKTePHU3yeTCs JOTMUHBIM, MTOCIIEIOBATENbHBIM H3JIOKEHHEM MaTepraia ¢ COOTBETCTBYIOIIUMU
BBIBOIAMH 1 OOOCHOBAaHHBIMH MPEJIOKEHUSMHY,

- IMEET TOJIOKUTEIbHBIN OT3bIB PYKOBOIUTENS TUTUIOMHON paboTHI;

- MpH 3amyTe padoThl OOyYAIOIIMICS TOKa3bIBAET IIIyOOKOE 3HAHWE BOIPOCOB TEMBI,
CBOOOHO OMEpHUPYET JaHHBIMHU HCCIEIOBAHUSAMH, JIETKO OTBEYAET HA ITOCTABJICHHBIE BOMPOCHI,

- JWIUIOMHasi paboTa TMOJIHOCTBIO COOTBETCTBYET TpPeOOBaHUSIM K OQOPMIICHHUIO
TUTLIOMHON paboThI.

4.3. OueHka «XOpolI0» BbICTABIAETCS B TOM CIydae, eCiu:

- IUTUIOMHAs1 paboTa HOCUT UCCIIEIOBATEIbCKII XapaKkTep;

- 0003HaueHBl AKTYaJbHOCTh IOUILUIOMHOW palOThI, €€ LeNib, 3aJa4d, MPEAMET, OObeKT
UCCIIEIOBAHNS,

- CONEPXKUT TPAMOTHO H3JIOKEHHBIE TEOPETHUUECKHE TIOJOXKEHHUs, NPEACTaBICH
TEOPETUYECKUI aHAIN3, KPUTHUYECKHH pa3dop MPaKTUYECKOrO OMbITa IO HCCIENyeMOH Teme,
XapaKTePU3yeTCs MOCIENOBATEIbHBIM U3JIOKEHHEM MaTepHalia ¢ COOTBETCTBYIOIUMH BBIBOAAMH,
HO HE BITOJIHE 0OOCHOBAHHBIMH MPENJIOKEHUSAMHU U UCCIICAOBAHISIMI,

- IMEET TOJIOKUTENbHBIN OT3bIB PYKOBOIUTENS TUTUIOMHON paboTHI;

- mpH 3amuTe padoThl 00yUaAIOIIMICS TOKa3bIBAaeT IIIyOOKOE 3HAHWE BONPOCOB TEMBI,
OTepHUPYeT NAaHHBIMU HCCIEIOBAHUSAMH, O€3 OCOOBIX 3aTPyAHEHUI OTBEYaeT Ha IOCTABJICHHBIC
BOIIPOCHL,

- OUIUIOMHAass paboTa HE NOJHOCTBIO COOTBETCTBYET TpPeOOBaHUSAM K O(OPMIICHHIO
IUTIOMHOM paboThl (1 — 2 HECOOTBETCTBUS).

4.4. OueHka «yIOBJIETBOPUTEIBLHO» BBICTABIISIETCS B TOM ClTy4ae, eCIu:

- IUTUTOMHAs1 paboTa B OCHOBHOM HOCHT MCCIIEIOBATENIbCKUN XapakTep;

- He4eTKo 0003HAueHBI AKTYAJIbHOCTb AMILIOMHONW padoThl, €€ Leib, 3a]aud, MPEeaMeT,
00BEKT MCCIIEIOBAHUS,

- COIEP)KUT TPaMOTHO H3JIOKEHHBIE TEOPETHUYECKHE IIOJIOKEHUs, Oa3upyercss Ha
NPAaKTUYECKOM MaTepuasie, HO OTJINYAETCs MOBEPXHOCTHBIM aHAIU30M MPAKTHYECKOTO OIbITA IO
UCCIIElyeMOH TeMe, XapaKTEepPH3yeTCsl HEMOCIeNOBaTeIbHBIM —H3JIOKEHHEM Marepuaia H
HEOOOCHOBAHHBIMH TPEIIOKEHUSMUY,

- B OT3bIBE PYKOBOAMTENSI TUILUIOMHOH paOOThI MMEIOTCS 3aMEYaHUsl MO COAEPIKAHUIO
padoTHI;

- MpH 3ammTe padoThl OOYYAIOIIMICS TPOSIBIIIET HEYBEPEHHOCTh, IMOKA3bIBAET cladoe
3HaHHE BOIIPOCOB TEMBI, HE IA€T MOJIHOTO, ApTYMEHTHPOBAHHOTO OTBETA HA 33aHHBIE BOTIPOCHI,

- OUIUIOMHAas paboTa HE NOJHOCTBIO COOTBETCTBYET TpeOOBaHMAM K O(OpPMIICHHIO

IUTUIOMHOM paboThI (2— 3 HECOOTBETCTBHSA).



4.5. OueHka «HEYAOBIETBOPUTEIHHOY BBICTABIISIETCS B TOM CIIy4ae, €CIIH:

- coziepkaHNe NUIIOMHON pabOThI HE COOTBETCTBYET TEME,

- IUIUIOMHas paboTa He HOCHUT HCCIIEOBATENbCKUIN XapakTep,

- He 0003HAUEHBl AKTYaJIBHOCTb NUIJIOMHOH paloThI, €e Lienb, 3a4a4u, IpenaMeTr, OObeKT
HCCIIEZIOBAHNUS,

- HE COAEPKUT aHaIN3a MPAaKTUUECKOTO OIBITAa 110 HCCIEeAyeMOil TeMe, XapaKTepu3yeTcs
HETIOCJIEIOBATENIbHBIM ~ M3JIOKEHHEM Marepuaja, HEe HWMEeT BBIBOJOB JHOO OHHU HOCST
JEKJIAPATUBHBIN XapaKkTep;

- B OT3BIBE PYKOBOAUTEISI JUTUIOMHOM paOOThI UMEIOTCSI CYIIECTBEHHBIC 3aMEUaHus,

- TIpH 3aIuTe padOThI OOYHAOIIMICS 3aTPYAHSIETCS OTBEYATh HA IOCTABICHHBIE BOTPOCHI
10 TEME, TIPU OTBETE AOMYCKAET CYIIECTBEHHbIE OIINOKHY,

- IUTUIOMHas paboTa He COOTBETCTBYET TPEOOBAHUAM K O(OPMIICHUIO AUIUIOMHON PadoThI

(4 1 Gonee HECOOTBETCTBHIA).

5. Opranuzauus ¥ NopsiAOK NpoBeJeH sl JeMOHCTPALIMOHHOI0 IK3aMeHa

5.1, JIeMOHCTpPaUMOHHBIM JK3aME€H MPOBOJMUTCS C HCMOJb30BAHUEM KOMILIEKTa
ouenoyHor aokymentammu (I[Ipunoxenne 3). KoMriekT OIeHOYHON HOKYMEHTAI[UU BKIFOYAET
KOMILIEKC TpeOOBaHMIA 1JIs1 IPOBENEHUS IEMOHCTPALMOHHOTO YK3aMeHa, NepeYeHb 000PYIOBAHUS
U OCHAINEHUs, PACXOAHBIX MaTEpHAJIOB, CPENCTB OOyUEHHS W BOCIHTAHMSA, IUIAH 3aCTPOHKHU
IUTOIIAIKK  IEMOHCTPALIMOHHOTO 3K3aMeHa, TpeOOBaHMS K COCTaBy OKCHEPTHBIX TPYIII,
MHCTPYKLIUH 110 TEXHUKE OE30MacHOCTH, a Takke 00pa3Libl 3aJaHHH.

5.2, 3agaHue NEMOHCTPALMOHHOIO 3K3aMeHa BKJIIOYAET KOMIUIEKCHYIO MPaKTHUYECKYIO
3amady, MOJENUPYIOMYI TPOPECCHOHATIBHYIO NESTEIbHOCTh M BBIMOJNHSIEMYI) B pEXKUME
peanbHOroO BPEMEHHU.

5.3.  JleMOHCTpaLMOHHBIA SK3aMeH MPOBOANUTCS Ha Oa30BOM YPOBHE.

54.  JIeMOHCTpaLMOHHBI  B5K3aME€H  IPOBOAUTCA B LEHTPpE  MPOBEICHUS
JEeMOHCTPAIIMOHHOTO 3k3ameHa (manmee — IIIIJID), mnpexacraBnsromemM coOoil  TUIOMIANKY,
O00OpPYIOBAaHHYI0 M OCHAIIEHHYK) B COOTBETCTBHHM C KOMILJIEKTOM OLIEHOYHOH IOKYMEHTALWU.
Obyuarommecs: CIal0T TEMOHCTPALMOHHBIA SK3aMEH B IIEHTPE MPOBEICHUS SK3aMEHA B COCTABE
5K3aMEHALIMOHHBIX PYIIIL.

5.5, Mecro pacnonoxenuss IIIJ1D, npara u BpeMs Hayana [POBEACHUs
JEMOHCTPALIMOHHOIO 3K3aMEHA, PAaClHCaHWe COA4YM S5K3aMEHOB B COCTABE O5K3aMEHALMOHHBIX

rpynn, IUIaHUpyeMass MPOAOC/DKUTEIbHOCTb MPOBENECHMSI AEMOHCTPALMOHHOIO JK3aMeEHa,



TEXHUUYECKHUE IepephbIBbl B MPOBEIEHUU AEMOHCTPALIMOHHOTO 3K3aMeHa OINpPENEessIOTCs ILIaHOM
MPOBEAEHHSI IEMOHCTPALMOHHOIO 3K3aMeHa.

5.6. TexHuyeckMid OKCHEpPT MOJ MNOANMCH 3HAKOMHUT TIJIABHOIO OKCIEPTa, YJICHOB
SKCIIEPTHONW TPYMIbI, BBIMYCKHUKOB C TpeOOBaHUSAMH OXpPaHbl Tpy#a U O€30MacHOCTH
MIPOU3BOJICTBA.

5.7. OueHKy BbBITIOJHEHUSI 3aJaHUA AEMOHCTPALIMOHHOTO 3K3aME€Ha OCYIIECTBIISIIOT
YJIeHbI SKCIIEPTHON I'PYMNIbl. DKCIEPTHYIO TPYIIY BO3IJIABJISET INIABHBIN SKCIEPT, Ha3HAUYAEMbIi
13 YHCIIa OKCIIePTOB, BKIIOUEHHBIX B cocTas [ OK.

5.8. Unensl I'OK (He MeHee OQHOTO) MPUCYTCTBYIOT HA AEMOHCTPALIMOHHOM 3K3aMEHE B
Ka4yecTBe HaOIoqaTese.

5.9.  JIeMOHCTpalMOHHBIN SK3aMEH MIPOBOAUTCS B HECKOJIBKO 3TaIlOB!

1) ocmotp rnaBHbIM 3kcrepToM LIITJID, pacnpenenenue oOs3aHHOCTEH MEXKAY HJICHAMHU
SKCIIEPTHON TPYIIEL, pacrpeneneHue pabounx MECT MEXAY OOy4aroIIUMHUCS C MCIIOJNb30BAHHEM
croco0a Ciny4ailHOM BBIOOPKH, WHCTPYKTaX IO OXpaHe Tpyda M TEXHUKE O€30MacHOCTH,
3HAKOMCTBO YYaCTHUKOB C MJIOLIAKOM;

2) BBINOJIHEHHUE 3aJaHUH AEMOHCTPALIMOHHOTO SK3aMEHa,

3) moaBeneHne UTOrOB U OTJIAIIEHUE PE3YJIbTATOB.

5.10. JleMOHCTpaLlMOHHBIA 3K3aMEeH MPOBOAUTCS NPU HEYKOCHUTEIBHOM COOJFOACHUU
O0y4arOIUMHUCS, JMLAMH, TPHUBJICUYEHHBIMH K IPOBEACHUIO JEMOHCTPALMOHHOTO 3K3aMEHa,
TpeOOBaHUH OXpaHbl TPyJa U MPOM3BOACTBEHHOH O€30MacHOCTH, a TaKXke C COOJIOeHHEM
NPUHLUINOB OOBEKTUBHOCTH, OTKPBITOCTM M paBeHCTBA oOydaromuxcs. Bpemst Hawama u
3aBepLIEHUs] BBIOJIHEHUs 3aaHusl peryjupyeT IJIaBHbIA 3KCHEepT. YUYacTHUKH, HapylLIArOLIUe
IpaBUJia AEMOHCTPALIMOHHOIO B3K3aMeHa, MO PELIeHUIO TJIABHOIO 3KCIepTa OTCTPAaHSIOTCS OT
sK3aMeHa. B ciydae TexHn4yeckux HapymeHui padoTel 000pyIOBaHUS U €ro 3aMEHBI (He TIO BHHE
oOyuJaromierocs) 00y4aromeMycsi peIoCTaBIIeTCS JOTIOJHUTEIbHOE BpeMst. DPakT HeCOO o IeHHS
o0y4aroImuMcsl yKa3aHUM MO OXpaHe TPyda M TEXHUKE O€30MacHOCTH BIMAET HA OLEHKY
pe3ynbTara IeMOHCTPALMOHHOIO 3K3aMeHa.

5.11. PesynbraTel BBINOJHEHUs 3aJaHUM AEMOHCTPALIMOHHOIO 5K3aMeHa IOIJIEKaT
dukcanu SKCIEPTaMH SKCIIEPTHOW TPYIIBI B COOTBETCTBUH C TPEOOBAHMAMU KOMILJIEKTA

OLIeHOLIHOI\/'I AOKYMECHTALMKU U 3aJaHUAMU JE€MOHCTPALIUOHHOT'O 3K3aMEHaA.

6. IlopsinoK OLIEHKH AEMOHCTPALIHOHHOIO K3aMEeHA

6.1. Ilpouenypa oLeHUBaHMs PE3yJbTATOB BBIIOJHEHUS 3a0aHUN AEMOHCTPALIMOHHOIO
9K3aMEHA OCYIIECTBISIETCS UJIEHAMH SKCIIEPTHOW TPYIIBI B COOTBETCTBHHM C TPeOOBaHUSIMHU

KOMILICKTAa OLIGHO"IHOfI AOKYMEHTAaIUH.



6.2.

bamrel BeICTABISIOTCA B MPOTOKOJIE MPOBCACHUA AEMOHCTPALIMOHHOI'O 3K3aMCHA.

HpOTOKO.]'I IMOAMNMUCHIBACTCA KAXKABIM YJICHOM BKCHepTHOfI rpynmnbel U YTBEPKAACTCA TTIaBHBIM

SKCIEPTOM IMOCJIC 3aBEPLHICHUA 5K3aMCHA IJIsA 3K3aMEHAITHOHHOM T'PYIIIBL.

6.3.

BXOJSIIMN B OKCIEPTHYIO IPYIIY, IPUCYTCTBHE APYTUX JIUL] 3AMPELLECHO.

6.4.

IlopgnucaHHBI 4Jl€HAMH OKCHEPTHOW TIPYMIIBI

[Ipu BBICTaBNIEHNN OAJJIOB B Ka4eCTBE HaJroAatesiss mpucyTcTByeT wieH [ DK, He

U YTBEP>KACHHBIM IJIABHBIM

SKCIEPTOM IIPOTOKOJ MpPOBENEHUs AEMOHCTPALIMOHHOIO 3k3aMeHa mnepepaerca B IOK mis

BBICTABJICHUSA OLICHOK 3a I[GMOHCTpaLIPIOHHbeI JOK3aMCH.

6.5.
6.6.
6.7.

«YIOBJIETBOPUTEIILHOY,

PesyabpTatsl

I'MA

OIPEneISIFOTCS

«HEYAOBJICTBOPUTECIBHO»

OLCHKaMU

Bce pemenus I'OK odpopmisroTess mpoTokonamu.

oopMIeHHs1 B YyCTAHOBJIEHHOM MOPSIAKE MPOTOKONIOB 3acenanus [ OK.

KOTJIMYIHOY,

ITepeBon moMy4eHHOTO KOJIMUYECTBa OAJIOB B OLeHKY ocyiuecTisiercs [ OK.

«XOpOoLo»,

U OOBIBISAKOTCS B TOT XK€ IEHb IIOCJE

6.8.  IlepeBoxa 0ajIOB B OLIEHKY OCYIIECTBJISIETCS] HA OCHOBE CIIEIYIOIINX JaHHBIX |
Onenka 3a HeyaoBieTBOpUTENBHO | YAOBICTBOPUTEIBLHO Xopomo OTaras0
JIEMOHCTPALUOHHBII 2» 3» «4» «5»
IK3AMEH
KomriecTBo 6amioB 0,00 -9.99 10,00 — 24,99 25,00 — 44,99 45,00 — 50,00
OTHoICHAS 0,00% — 19,99% 20,00%— 49,99% 50,00% — 89,99% | 90,00% — 100,00%
MOJIYYEHHOTO
KOJTHICCTBAOATLTOBK
MAaKCHMAJIBHO
BO3MOKHOMY (B
MPOLICHTAX)
7. 3aka0YUTENbHbIE MOJIOKEHUS
7.1. B cayvae, xorma oOydarOIIHMICS MOJYYHJI HEYJOBIETBOPUTEIBHYIO OLIEHKY IO

nepeoit popme 'MA (meMOHCTpaLMOHHBINA 3K3aMeH JMOO 3aluTa AUILUIOMHOW padoTsl), TO 32

00y4aroImuMcst 0cTaeTcs mpaso npoiitu Bropyrodopmy ['HA.

7.2.

Brmycknuky,

OTHUCTIAIOTCH U3 TEXHUKYMaA.

nonyuuBiine Ha ['MA HeynoBneTBOpPUTENbHBbIE pe3yJbTaThl,
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10.
I1.
12.
13.
14.

15

21

22.

23.

24.
25.
26.

27.
28.
29.
30.

31

33

ITpunoxenue 1
Ilepeuyenn TemM IMNJIOMHBIX padoT

Opranuzauus GaiioBoro cepsepa ¢ pasrpaHUueHHEM JOCTYIA.

Hactpotika Oe30macHOCTH 1 pa3BepThiBaHUE BeO-cepBepa.

AHanus U ynydiieHne HHQPaCTPyKTypbl CETU Ha NPEANPUATHH.

Pazpabotka u pa3sepThiBanue backend.

PasBepThiBaHHE U HACTPOHKA CUCTEMbI MOHUTOPHHIA HHYPACTPYKTYPbI CETH.
Oprannzanus 6€30MacHON KOPIIOPAaTHBHOHN CETH ISt MaJIoro oduca.
ABTOMaTH3a1Ms MOBCETHEBHBIX 3a/1a4 CHCTEMHOI'O aIMHHUCTPATOPA C TIOMOLIBIO
ckpuntos (Ha BeiOOp: PowerShell nnu Bash).

Cosznanue u HaCTpOIKa OTKa30yCTOMUNBOrO BeO-ceprepa (nginx/Apache) ¢
0aaHCUPOBKOI HATPY3KH.

PasBepTeiBaHME COOCTBEHHOM 001a4HOM TIATGOPMBI [T XpaHeHus (aiaos (aHamor
Dropbox) na 6a3ze Nextcloud.

PasBepTriBaHNE CepBepa MHBEeHTapu3auu Ansible.

Buptyanuzanus cepBepoB ¢ UCONB30BaHHEM Proxmox.

PasBepThiBaHIE TEPMHUHAIBHOTO CEPBEPA.

Hacrpotika obpaTHOro npokcu-cepsepa Ha 6aze Nginx.

PasBepTriBaHNE cepBepa kKoHTelHepu3anny Ha 6a3e Docker.

. Paznenenne cetu npeanpusitus Ha noacetu ¢ VLAN-Teruposanuem.
16.
17.
18.
19.
20.

Cosznanue (aitnoBoro cepsepa ¢ pasrpaHudeHreM aoctymna Ha 6aze TrueNAS.
PasBepThIBaHNE JTOKATBHOTO CEPBEPA CHCTEMBI KOHTPOJISI BEPCHIA.

PasBepTrIBaHNE MOYTOBOTO cepBepa Ha Oasze Linux.

Pa3zBepThIBaHUE 1 HACTPOWKA CUCTEMBbI MOHUTOPHHTA CETEBOH MH(PPACTPYKTYPHI.
PaspépTriBaHNEe nOMeHHOH HHPpacTpyKTyphl Active Directory mist Majoro npenmnpusTys.

. Opranusauus $aiaoBOro cepeepa ¢ pasrpaHHUEHUEM MpaB AocTymna Ha 6aze Windows

Server / Linux.

Hactpotika n anmuaucTpuposanue nourosoro cepsepa (Postfix/Exchange) nns
OpTaHU3aLHH.

PazpaboTka 1 BHEIpEHHE CHCTEMbI PE3ePBHOTO KOMMPOBAHUS C UCTIOIb30BAHUEM
Veeam/Bacula.

ITocTpoeHne KOPIOPATUBHOM CETH C UCTIONb30BaHueM MapimpyTuzatopoB MikroTik/Cisco.
Opranuszanus u Hactpoiika VPN-cereli 1t GUITHanioB KOMIIAHHH.

PaspépTriBanne cucrembl BupTyanusauuu (Proxmox / VMware / Hyper-V) ans yueOHol
naboparopuu.

Hacrpotika u anmuancTpupoBanue sed-cepsepa Apache/Nginx.

Brenpenue cucreMbl MOHUTOPUHTA CETEBOM MHPPACTPYKTYpsI (Zabbix, Nagios, PRTG).
Opranuszanus [P-renedonnn Ha 6aze Asterisk.

PaspaboTka 1 BHeqpEHIE CUCTEMBbI YITPABJICHHUS MMOJB30BATENSIMU B JIOKAJIbHOH CeTH
NPEANPUSTHS.

. Hactpoiika cucremsl yripasnenust oonosneHusimu Windows (W SUS).
32.

OpFaHI/ISaLII/Iﬂ CUCTEMbI HEHTPATU30BAHHOI'O AHTUBUPYCHOTI'O KOHTPOJIA.

. Cozpanue u agmunuctpuposanue DHCP- u DNS-cepsepa 1151 1oKaibHOMN CETH.
34.

HacTpotika cucremsl xypHanupoBanus 1 anaimnsa jgoros (Graylog, ELK-stack).



35.
36.
37.
38.

39.
40.
41.
42.

43

45

46.

47.

48.

49.

50.

51.

52.

53.

54.

55.

56.

57.

58.

59.

Brenpenue cucrembr KOHTpOJIs noctyna B cetb (NAC).

Opranmzanus 3amuménnoro Wi-Fi ¢ apropuzanueii monp3oBaTenei.
PazpaboTka monmutiku nHGOpMaIMOHHON 0€30MacHOCTH ISt Maloro Ou3Heca.
Hactpotika ciy:x0p1 katanoroB LDAP nist neHTpaan30BaHHOTO YIIPABISHHS
M0JIb30BATENISIMH.

OpraHuzanus CUCTeMbI [IE€YaTH U YIPABJICHUE TEYaTHBIMH CEPBEPAMH.
PasBépreiBanue obmauHo nHGpacTpykTyphl Ha Oaze Nextcloud/ownCloud.
HacTpotika 6anaHCHPOBKH HArpy3KH M OTKAa30yCTOMYHUBOCTH CEPBEPOB.
Cosznanue cepsepa 6a3 nanabix (MySQL / PostgreSQL / MS SQL) u HacTpoiika
pe3epBUPOBAHUS.

. Opranusauus 1 anMuHUCTpUpOBaHue (aiinosoro oomena yepes FTP/SFTP-cepsep.
44.

Cosznanue 3aUIEHHOTO MUTI03a IJIsT BBIXO/A B MHTepHET Ha Oase pfSense.

. ABTOMaTH3aUMs PYTHHHBIX 33134 afMHUHHUCTpaTopa ¢ moMoursio PowerShell/Bash-

CKPHIITOB.

Opranuszanus kubepOe30nacHOCTH B JIOKaJIbHOU cetr npennpusitust (paepsonsl, IDS/IPS).
PazpépTriBaHNE cCCTEMBI KOHTpOIISA Bepcuit Git 11 KOMaHAb! pa3paboTUHKOB.

HacTpoiika n anmMuHucTprposanue cepsepos Tepmunaios (RDS / VDI).

PazpaboTka u BHEApEHHE KOMILIEKCHOTO PELICHHUs sl yueOHOro LEeHTpPa: CeTh, CEpPBeED,
0€30MacHOCTb.

Pa3paboTka 1 BHEApEHNE CUCTEMBbI MOHUTOPHHIA CEPBEPOB U CETEBOI MHPPACTPYKTYPHI.
IIpoekTpoBaHNE CUCTEMBI, TIO3BOJISIFOIIEH OTCIIEKUBATH pabOTOCIOCOOHOCTD U
NPOM3BOIUTEIBHOCTD PECYPCOB.

OnTumusaiust padoThl BUPTYaAJIM30BAHHBIX pecypcoB Ha Oaze VMware/Hyper-
V/VirtualBox. MccienoBanne METOOB ONTHMU3ALINN HCITOJB30BAHMS BUPTYATH3ALNH AJIs
MOBBIIIEHHSI TPOU3BOIUTENILHOCTH M CHIDKEHHSI 3aTPaT.

Cospmanune BBICOKOIOCTYITHOM apXUTEKTYPhI 1Jis1 BeO-niprokeHnid. [IpoekTuposanue u
peanm3anus peeHnii 1isi 00ecreueHus] OTKa30yCTOMYUBOCTH BEOCEPBHCOB.

Murpanus GU3NIECKHX CEPBEPOB B OOJIAUHBIC PELISHNS: PEUMYIIECTBA H PUCKU. AHAJIH3
nporecca MUTPaLuy U pa3padoTka cTpareruu asi 0€30MacHOro rnepexoaa B 00NavHyo
UHPPacCTpyKTYypy.

YnpasieHue ceTeBol 0€30MacHOCTBIO: CO3aHNE H HACTPONKA MEKCETEBBIX SKPAHOB U
CHCTEM MPENOTBPAIICHUS BTOPKeHH. MccnenoBanne METo10B 1 MHHCTPYMEHTOB ISl
3aIUTBI CETEBONH MHPPACTPYKTYPHI OT aTaK.

Pa3paboTka monuTuKY pe3epBHOrO KOIMMPOBAHUS M BOCCTAHOBIICHHSI JAHHBIX IS
KopriopaTiuBHOH ceTu. BHenpenune 3(h(ekTHBHOM CTpaTeruu pe3epBHOTO KOMUPOBAHUS IS
MHUHHMH3ALUN PUCKOB MMOTEPH JAHHBIX.

Hnurerpanus LDAP B cucteMy yIipaBiieHUs [T0JIb30BAaTESIMU U ITpaBaMu 10CTYIIa B
OpraHu3aLH. AHAJIU3 U MPOEKTHPOBAHIE CUCTEMBbI YIIPABJICHUS OJIB30BATENSMH C
nomoubio LDAP.

Anamu3 u cpaBHeHHe 3(pdexTuBHOCTH padoThl BeO-cepepos: 1IS nHa Windows Server u
nginx Ha ALT Linux.

Cosznanue 3amumenHo koproparusHoi UT-urdpactpykTypsl Ha ocHoBe Windows
Server: paszsepteiBanne AD DS, DNS, DHCP u nactpoiika rpynmnosbix nonutuk (GPO)
0e30macHOCTH.

PasBepTriBaHNE 1 HaCcTpOHKa 1032 Oe30macHOCTH At Majioro oguca Ha 6aze ALT
Linux Server.
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CpaBHUTENBHBINH aHAJIN3 Pa3BEPTHIBAHMUS U 0a30BOI HACTPONKHU CEPBEPHBIX
onepaiionHbix cuctem: Windows Server 2022 u ALT Linux Server 10.

Brenpenue cucrembl MOHUTOpPUHTA Ha ocHOBE Zabbix Ha OC ALT Linux Server.
PasBepThIBaHME OTKA30yCTOMYUBOTrO Kjlactepa cepeepos Ha 6aze Windows Server 2022 ¢
UCTIONIb30BaHuEM TexHoJioruu Storage Spaces Direct (S2D).

PasBepThIBaHNE 1 HACTPOHKA BHICOKOJOCTYITHOM MIaT(OPMBI yIAIEHHBIX pabounX CTOJIOB
(Remote Desktop Services — RDS) Ha 6a3e Windows Server.

Brenpenue n HacTpolika cepBepa aBToMaTHueckoro ooHosienust (WSUS) B kpymHo#
JOMEHHOU cpene.

PaseepTriBaHNe 1 HacTpolika ruaTdopmel KoHTelHepu3anun Ha 6ase ALT Linux: Docker,
Docker Compose u mopran Portainer nist ynpasieHuUs.

Cpasnenue miardopM BUPTyaTH3aLUK: pa3BepThIBaHUE U HacTpolika Hyper-V Ha
Windows Server u KVM na ALT Linux.

IToctpoenue tubpuanoii ceru: wunTerpamms ALT Linux B momern Windows Active
Directory ¢ momorusto Samba u SSSD.

MonepHu3aiusi KOMITBIOTEPHOM CeTH 1151 (Ha3BaHNE OPTaHU3aIuN).

Opranuzauus u odecnedeHne HHPOPMAITMOHHOH 0€30IaCHOCTH KOMITBIOTEPHOM CETH.
AJMHHUCTPUPOBAHHE KOMITBIOTEPHOM CETH MPENINpHsTHs C OOECIeYeHHeM CTpaTeruii
IPYIIIOBBIX MOJHUTHK.

Opranuszanus [P BuneonabmoeHNs Ha MPEANPUSTHH (HA3BAHHE OPTaHU3AINH ).
HacTpotiika cucteM MOHUTOPHHTA CETEBOW aKTHBHOCTH U cOOpa CTATUCTUKH.
PassepTriBaHue cepBepHOi HHPpacTpykTyphl Ha 6aze OC Windows Server.

HacTpoiixa miatdopmer aiist pazsepTeiBaHust Web-nprioKeHnH.

ObecneueHne 0TKa30yCTONYNBOCTH U O€30MMACHOCTH JIOKAJIbHON CETH TPEATIPHSITHS.
IIpoextupoBanne u obciyxkuBanne VLAN Ha KOMMyTaropax B KOMIIBIOTEPHOH CETH
oduca.

AnMuHHCTpUpPOBaHHE 0a3bl AAHHBIX WM YIPABJICHUS MOJb30BATEISIMA HAa TNPEANIPHITHU
(Ha3BaHME OpraHU3ALHH).

[TocTpoenune nomenHol nHPpacTpykTypshl Active Directory ¢ rpynmnoBbIMU NOJUTHKAMH.
IIpoexTupoBaHue U BHEAPEHUE JIOKAIBHON BBIUUCIUTEIBHON CETH.

Opranuzanus 6€30MacHOrO yIAJIeHHOTO AOCTyNAa K KOPIIOPATUBHOM CETH C
HCIIONIb30BaHNEM TexHosorun VPN,

ABTOMATH3AIMSI Pa3BEPTHIBAHMUS OMEPALMOHHBIX CUCTEM U MPOrPAMMHOIO OOECTIEUEHHUST C
UCTIOJIb30BAaHUEM CPEICTB YIAJCHHOH YCTaHOBKH.

Cosznpanune 0TKa30yCcTORYHBOro (HaljoBOro XpaHWIHINA C CUCTEMOM PE3EPBHOTO
KOMHMPOBAHUS M Pa3TPaHUMYEHUEM TPaB JOCTYIIA.

PazpaboTka v BHEIpEHHE CUCTEMbI MOHUTOPUHTA CETEBOIN HHPpacTpyKTyphl Ha Oase
Zabbix.

Aynut nHGOPMAITMOHHOH 0€30MaCHOCTH U Peaji3alyst MEPOIPUATHHA MO €€ MOBBILICHUIO
IUTSE OpTaHU3auU MaJloro Ou3Heca.

Monepuuszanus OecipoBogHoi cetu Wi-Fi Ha ocHose TexHomorun VLAN muist
cermeHTaLuu Tpaduka (Ha npuMepe yueOHOTo 3aBeIeHUs]).

PasBepTriBaHNE 1 HACTpOIKa KOHTpOJLIEpa foMeHa Ha Oaze Windows Server st
LIEHTPAJIIN30BAHHOT'O YIIPABJICHUS YYETHBIMU 3AMUCSIMH U TIOJUTUKAMU TPy IIIBL.
ITocTpoeHue CUCTEMBI 3aIUTHI TIEPIMETPA CETH HA OCHOBE MEXKCETEBOI0 SKpaHa.



@ 1.0. obyuaromerocs

Tema nuriomHoN paboThI

IIpunoxenue 2

KanenaapHsblii ny1aH BbINOJHEHUs] AUNIOMHONH padoTbl

PykoBonuresp TUMIOMHOM paboThI

Ne n/mt DTanbl BBIMOJHEHHUS JUITIOMHONW PaboOThI CpoxK BBINONHEHUS
1 Pa3zpaboTka niuana qUIJIOMHON paboOThI
2 Ilouck n ananus nuTepaTyphl
3 ITonroroska mepsoro BapuaHTa | riaBbl paboOTHI
4 JlopaboTka TeKCTa M0 3aMEYaHUSIM HAyIHOTO PYKOBOIUTEIS
5 ITonroroska mepBoro BapuaHTa 2 riiaBbl pabOTHI
6 JlopaboTka TekcTa 10 3aMEYaHHSIM HAYYHOTO PYKOBOIHTEIS
7 ITonroroBka mepBoro BapuaHTa 3 riiaBbl padOTHI
8 JlopaboTka TeKCTa Mo 3aMEYaHUsIM Hay9IHOTO PYKOBOIUTEIS
9 ITonroroBka pasnena «Beenenue»
10 IloxaroroBka paznena «3aKiIrOYeHUE)
11 IToaroroBka cnucKka UCHIONb30BAHHBIX HCTOYHUKOB U

MPUJIOKEHUN

12 Odopmnenue padoTbl
13 ITonroroeka k 3amuTe padoTHI

IMoanuck pykoBOAUTENST AUTLIOMHON pabOThI

[Moanuck obydaromerocs

Ilognuck 3aBCAYIOLICTO OTACICHUEM




OT3bIB
HA BBIMOJHCHAYI) THIIJIOMHYIO PadoTy

D.H.0.

IIpunoxenue 3

I'pynna

CreHaIbHOCTD

1 Tema 3amanus

2 OTHOIICHHE CTYACHTA K padoTe B IEPHO THILIOMHUPOBAHI

3 KauecTBo JUIIIOMHOH PaOOTHI
a) CoOTBETCTBHE BBIMOTHCHHON PA0OTHI 30JAHUIO, OJTHOTA HCIIOTHCHHUS

0) KauecTBo TCOPETHICCKOH HaCTH

B) KadecTBO mpakTuieckoi yactu

4 I'paMOTHOCTB COCTABJICHUS U 0(POPMIICHHS THIUIOMHOM padoThI

JHara

5 Tpennaracmas OICHKA JUILIOMHOM PabOTHI

6 ®aMuaus, UM, OTYECTBO PYKOBOIUTEILI

IMoamuce pyKOBOIUTEA
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KOMILIEKT ONEHOYHOM JOKYMEHTAIIUH
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1. CHHCOK HCIHOJIB3YEMBIX COKPAIIIEHUI
I'mA - TOCYJapCTBEHHAS UTOTOBas aTTeCTALMs
IS - JIEMOHCTPALIMOHHBIN 3K3aMEH
A9 BY - JEMOHCTPALMOHHBIN 3K3aMEH 0a30BOr0 yPOBHS
JI 1Y - JEMOHCTPALMOHHBIN 3K3aMEH MPO(UIBLHOTO YPOBHS
KO/1, - KOMIUIEKT OLEHOYHOM NOKYMEHTALUU
OK - o0mas KOMIETEHUUS
oM -  €IWHBIA OLICHOYHBIN MaTeprall
HHA - NPOMEXYTOYHAs aTTEeCTaLMA
K - npodeccuoHaapHas KOMIETEHIUS
Clio - cpeanee npodeccuoHalbHOE 00pa30BaHUE
®I'OC CIIO - (enepanbHbIi rocy JapCTBEHHBIN o0Opa3oBaTebHbIN
CTaHAAPT CpeaHero npo)eCCUOHAIBHOrO 00pa30BaHUs, HA
OCHOBE KOTOPOTrO pa3paboTaH KOMIUIEKT OLICHOYHOH
JOKYMEHTALH
IIad -  LEHTP NPOBEACHUS JEMOHCTPALMOHHOI0 JK3aMeHa
2. CTPYKTYPA KOJA
Crpykrypa KO/l BKIIFOUAET:
1.  xommiekc TpeGOBaHWil UIsl TPOBEACHUS JAECMOHCTPALMOHHOIO
AK3aMEHa,
2. mepedeHb OOOPYIOBaHHMS W OCHAIIECHUWS, PACXOJHBIX MAaTepHalioB,

CPEICTB 00YUYEHUSI U BOCITUTAHUS,

3. MIPUMEPHBIH TIJ1aH 3aCTPOMKH TIomanku /13,
4 TpeOOBaHMS K COCTABY 3KCIEPTHBIX IPYIIIL,
5. WHCTPYKLMH MO TEXHUKE O€30MaCHOCTH;

6 oOpazer| 3a1aHusl.
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OO01mmue oprann3anuOHHbIC TPEOOBAHMS:

1. JID HanpaBleH HA ONPENEIICHUE YPOBHS OCBOCHMS BBIIYCKHUKOM
Marepuaia, NPEAyCMOTPEHHOIO 00pa30BaTeIbHOM MNPOrpaMMoOid, W CTENEHU
c(hOpMHUPOBAHHOCTH MPOPECCHOHATIBHBIX YMEHUI U HABBIKOB MYTEM MPOBEACHUS
HE3aBUCUMOM SKCHEPTHOM OILICHKH BBIMOJHEHHBIX BBIMYCKHUKOM MPAKTUYECKUX
3aJlaHA B YCIIOBUSIX PEAJBHBIX WM CMOJCIUPOBAHHBIX MPOU3BOJACTBEHHBIX
IPOLECCOB.

2. 12 B pamkax [ A npoBoautcs ¢ ucnonbzoBanueM KOJI, BKITFOUEHHBIX
oOpazoBareabHBIMU OpraHu3anusMu B mporpamMmmy ['MA.

3. 3aganus J[D pmoBOmATCS OO0 TVIABHOTO  JKCIEpTa B JEHb,
MPEAIECTBY WM HIO Havana /109.

4, OOpazoBaTenbHas ~— opraHu3aius  00€CIEeUMBACT  HEOOXOIUMBIE
TEXHUYECCKUE YCIOBUS Il 00ECTICYCHHS 3alaHusIMU BO BpeMsi [|D oOyyvatromuxcs,
wieHOB ['OK, 4JIeHOB AKCIIEPTHOM TPYIIIHL.

5. JD npoeomutcs B III/ID, npeacrapisitomeM coOOM IIIOMIAIKY,
000PYIOBaHHYIO M OCHAILIEHHYIO B cOOTBETCTBUU ¢ KOJI.

6. HIT/I2 ™MoxeT pacnojiaraThCsl Ha TEPPUTOPHHM 00pa30BATEIbLHOMN
OpraHu3allvuy, a Mpu CeTeBOM (opMe peam3aliii 00pa30BaTEbHBIX MPOrpaMM —
TaK)K€ Ha TEPPUTOPUM WHOH oOpraHu3aiuu, oOjafarouieii HeoOXOAUMBIMU
pecypcamu ajist opranusanuu LT3,

7. Oo6yuarommecs npoxoaat J[3 B LIIJI2 B cocTaBe 3Kx3aMEHAIMOHHBIX
rpymm.

8. OOpazoBaTenbHas OpraHu3als 3HAKOMUT ¢ TJIaHOM MpoBeAcHUs [
oOyyvaronmxcsi, crarommx /13, u mu, odecneunBaronmx npopeacHue J[3, B CPpoK HE
MO3/JTHEE YEM 3a 5 pabouux JTHEH 1O JaThl MPOBEACHUS YK3aMEHA.

9. KonmuuectBo, o00mias mjomaas W COCTOSHHE  MOMEIICHUH,
MPEAOCTABIIIEMbIX JIJIsl TpoBeacHUs J[3, NOJKHBI 00eceunBarh NpoBeaecHue 10 B
cootBercTBHM ¢ KO/JI.

10. He no3anee yem 3a oauH padouMii JACHB 10 AaThl npoBeacHus /(23

IJIABHBIM 3KCIEPTOM IMPOBOJUTCA MPOBEpKA rotoBHoctd LIIJD B mpucyrcTBun



YJICHOB JKCIEPTHONW Tpymnmbl, 0OOyYAIOUIMXCS, a4 TAKKE TEXHUYECKOTO AKCMEpTa,
HA3HAYAEMOIr0 OPraHu3alMeil, Ha TEPPUTOPUM KOTOPOW pacnonoxken LT3,
OTBETCTBEHHOTO 3a COOJIIOJICHUE YCTAHOBJICHHBIX HOPM M TIPaBWJI OXPaHbl TpyJa 1
TEXHUKHA O€30MaCHOCTH.

11.  T'maBHBIM 3KCnIEPTOM OCyuIeCTBIAsACTCS ocMOTp LI/, pacnipenenenue
00S3aHHOCTEH MEXIY 4YICHAMM SKCHEPTHOH Tpynmbl MO ONEHKE BBINOJHCHUS
3aaaHuil /13, a Tarkke pacnpencsicHue padouux MECT MEXKAY OOYYarOIUMUCS C
UCIOJIb30BAHUEM croco0a ciaydailHOH BbIOOpKH. Pe3ynbrarbl pacnpenciacHus
00S3aHHOCTEH MEXKIy YJCHAMHU DKCIEPTHOU TPYIIbl U pacnpeacsicHus padounx
MECT MeXAy oOyvyaroummucs  (PUKCUPYIOTCS  IJIABHBIM  3KCIEPTOM B
COOTBETCTBYIOIIUX MTPOTOKOIAX.

12.  OOyuyaromuecsi 3HAKOMSITCS CO CBOMMHU paOOUYMMH MECTaMH, MOJ
PYKOBOJICTBOM TJIaBHOTO DJKCIEPTAa TAKXKE MOBTOPHO 3HAKOMSTCS C IUJIAHOM
npoBencHus /3, yCIOBUSIMM OKa3aHWsl NEPBUYHOM MEIUIIMHCKOW TMOMOIIM B
LIID. dakT 03HAKOMIICHHMS OTPAXKAETCSA TIJIABHBIM JKCIIEPTOM B IMPOTOKOJIE
pacnpeneacHust padoynx MeCT.

13.  Jlonyck oOyuarommxcs B L{I1/]D ocymiecTBIsIETCS TTaBHBIM SKCIEPTOM
HA OCHOBAHHMH JIOKYMEHTOB, YIOCTOBEPSIOMIMX JTUYHOCTh

14.  OOpazoBarenbHas OopraHuzaisi 00si3aHa HE MO3JHEE YeM 3a OJIUH
pabounii AeHb 10 AHS MPoBeacHUd /1D yBEAOMUTH TJIABHOTO AKCMEpTa 00 y4acTuu
B MpoBeAcHUM /|3 ThrOTOpA (ACCUCTEHTA).

15. Jlng BBIIOJHCHWS 3aJaHMil  JAHHOTO KOMILICKTA  OLICHOYHOM
JOKYMEHTAIIMU HE MPEIyCMAaTPUBACTCS HaIWM4KMe (MPUCYTCTBHE) TOOPOBOJIBIICB

(BOJIOHTEPOB).









OK. OcyuiecTBiATh MOUCK, aHAIUW3 W HMHTEPIPETALUIO
uHpopmanmy, HEOOXOOUMOW Uil  BBINOJHEHUS 3am1ad
poheCCHOHATTLHON AeSITEIbHOCTH

YMenue: CTPYKTYpHUPOBaTh
UH(pOpMALTHIO

MOJIy YaeMY 1O

IIK. BbeIMOSHATE NPOEKTUPOBaHUE KaOeTbHOH CTPYKTYpPBI
KOMITBIOTEPHON CETU

IIpakTdeckuii ONBIT: HACTPAUBATh MPOTOKOJIBI
JAVHAMHYECKOW MapLIpyTU3ALUU

Y MeHne: mpoeKTHUPOBATh JOKAIBHYIO CETh

YmMmenue: HacTpauBath ctek npotokosos TCP/IP u

UCTIOJIb30BATh BCTPOEHHbBIC YTHITATBI
OMEPAIMOHHONH CHCTEMBbI JJii  JUATHOCTHKHU
paboTOCTIOCOOHOCTH CETH

Opranuzanus cereBoro | OK. OcymiecTBisTh TOWUCK, aHAJIN3 W WHTEPIPETAHIO | YMEHHE: CTPYKTYpHUPOBATH MOJTy4aeMY O

ATMUHUCTPUPOBAHUS uHpopMaIuy, HeOOXOMUMOW JJis BBINOJHEHUS 3a7ad | MHOOPMALHIO

poheCCUOHATTLHON AeSITEIbHOCTH

DKCIuTyaTarus 00bekToB | OK. OCymecTBIsATh MOUCK, aHANW3 W HHTEPIPETALUIO | YMeHue: CTPYKTYpHUPOBATH MOJTy4aeMY O

ceTeBOi MHPPACTPYKTYPHI uHpopMaIy, HeOOXOAUMOW JJis BBINOJHEHUS 3a7ad | MHOOPMALHIO

poheCCUOHATILHOM AeSITEIbHOCTH
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IIK. ObecneunBaTh 3aIUTy
uHpoOpMaLMu B CETH C

IIpakTnueckuii OINBIT:
o0ecrieuuBaTh OeszomacHoe

HCIIOJIb30BAHUEM XpaHEeHHe U rnepenady nHpopManuu 1
IIPOrpaMMHO-aINapaTHbIX B TJIO0AJTBHBIX U JIOKAJBHBIX CETSX
CPEnCTB
IIK. Ilpunumate yyactue B | IIpakTudeckuii oOmeIT: CO3AaBaTh
MIPUEMO-CIaTOYHBIX MOJACETH M HacTpamBaTh OOMEH
UCIBITAHUAX KOMIBIOTEPHBIX | JaHHBIMU
ceren 51 CETEeBOro
0o0OpyNOBaHUS  PA3TUIHOTO 1
YPOBHS U B OLIEHKE KaueCTBa U
5KOHOMHYECKOU
s¢pexTuBHOCTH CETeBOI
TONOJIOTUHU
IIK. Bemonnsate | [IpakTudyeckuil OnbIT: HACTPauBaTh
MPOEKTUPOBAHUE KaOeJIbHOW | MPOTOKOJBI JWHAMHUYECKON 1
CTPYKTYpPbl ~ KOMIIBIOTEPHOMN | MaplIpyTHU3aLHUH
ceTu YMenue: MIPOEKTUPOBATh 1
JIOKAJIbHYK) CEThb
YMenue: HACTPauBaTh CTeK
IIPOTOKOJIOB TCP/IP u
HCIIOJIb30BAaTh BCTPOEHHbIE 1
YTUJIUTBI OMNEPALMOHHON CHUCTEMBI
1151 IUarHOCTUKU
paboTOCTIOCOOHOCTH CETH
Opranuzanus cereBoro | OK. OcyuiecTBiATh MNOUCK, | Y MEHHE: CTPYKTYpHUpPOBaTh
aAMUHUCTPUPOBAHUS aHaM3 H HMHTEPIIPETALHIO | MOTy4aeMy0 HH(POPMALIHIO
uHpOpMaLUK, HEOOXOAUMON 123
It BBITIOJIHEHUS 3ama4 >
npoheCCHOHATTbHON
JESITeIbHOCTH
IIK. Anmunuctpuposath | IIpakTudeckuil onbIT: NIaHUPOBATh
JIOKaJIbHBIE BBIYUCIUTENbHBIE | 1 BHEOPSITH  MHPPACTPYKTYPY 2

CCTU U NPUHHUMATL MEPBI IO

pa3BepPThIBAHUs CEPBEPOB
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YCTPaHEHUIO BO3MOHBIX | [IpakTyeckuii ONbIT: MIAHUPOBATH
cboes U BHEAPSTH (pailyioBble XpaHUIIHINA 2
U CUCTEMbI XpaHEHHUsl TaHHBIX
IIpakTrdeckuii ONbIT: HACTPAWBATh
ceppep u paboume CTaHIUH IS 5
Oe3omacHOM nepenadu
uHpopManuu
IlpakTHdeckuii ONBIT: HACTPAWBATh 5
CETEBbIE CITYKOBI
IIpakTHyeckuii ONbIT: HACTPAWBATh )
YAAJEHHBIA JOCTYII
IIpakTnueckuii OINBIT:
peanu3oBbIBATH Oe30macHbIi )
OOCTyI K JaHHBIM ISt
MOJIb30BATEEH U YCTPONCTB
IIpakTnueckuii OINBIT: )
ycTaHaBinBatb Web-cepeepa
IIpakTnueckuii OINBIT:
OpPraHU30BBIBATH J0CTyM K 2
JIOKAJIbHBIM M TNIOOAJIbHBIM CETSIM
IIK. Anmunuctpuposats | IIpakTuueckuii OINBIT:
CEeTeBbIE pecypcsl B | IPOEKTUPOBATH u BHEAPATH 2
HHOOPMAILIMOHHBIX CUCTEMAaX | HHOPACTPYKTYPY JIECOB U JOMEHOB
Dkcrutyaranus o0obekToB | OK. OcymecTBinsaTe NOHCK, | Y MeHHE: CTPYKTYpHUPOBATh
ceTeBOi UHPPACTPYKTYPHI aHaM3 H HMHTEPIIPETALHIO | MOTy4aeMy0 HH(POPMALIHIO
uHpoOpMaLUK, HEOOXOIUMO 123
1A BBIIIOJIHEHU  3a7a4 >
npodheCCHOHATTbHON
JEsITeJIbHOCTH
IIK. Ycranasnusars, | [IpakTuuecknii OINBIT:
HACTPauBaTh, MOANEPKUBATH MOJIb30BaTENeN
3KCIUIyaTUPOBAaTh U | CeTH, HACTPauBaThb almnapaTHOE M 3

o0CTyKUBaTh TEXHHUYECKUE U
POTrPaMMHO-aIapaTHbIE

POTrPaMMHOE obecrieueHne
ceTeBOl MHQPACTPYKTYPHI
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cpencraa KOMIBIOTEPHBIX | [IpakTrueckuin OINBIT:

cerei o0ecrieunBaTh 3aIIUTy  CETEBBIX
YCTPOMCTB
IIpakThueckuii OOBIT. BHEAPSTH
texHonoruu VPN

IIK. IIpoBoaute | YMeHUE: BBINOIHATD MOHUTOPUHT U

npodunakTuaeckue padoThl | aHanu3 pabOThl JIOKAJIBHOW CETH C

Ha 00BeKTaX CETEeBOM | MOMOIIBIO IIPOrpaMMHO-

UHPPACTPYKTYypbl U pabouMX | anmmapaTHBIX CPEICTB

CTaHLIUAX IIpakTnueckuii OINBIT:
MOAEPKUBATD MOJIb30BaTENeN
CeTH, HacTpauBaThb alllapaTHOE U
POTPaMMHOE obecrieueHne
CeTeBOi MHPPACTPYKTYPHI
YMenue: YCTaHABJINBATb,
TECTUPOBAaTb M 3KCIIyaTUPOBATh
UH(pOPMALIMOHHBIE CUCTEMBI,
COTJIACHO TEXHUYECKON
JOKYMEHTaLllH, obecrieunBaTh

AHTUBUPYCHYIO 3aLIUTY

IIK. YcraHaBnuBaTh,
HACTPAUBAaTh,
SKCIUTyaTUPOBATh u
o0ciTy KUBaTh CEeTeBbIC
KOH(pHTryparu

IIpakThueckuii OOBIT. BHEAPSTH
MEXaHU3MBI CETEBOH 0e30MacHOCTH
C TOMOIIBIO MEXCETEBBIX YKPAHOB

IIpakTnueckuii OINBIT:
o0ecrieunBaTh 3aIIUTy  CETEBBIX
YCTPOUCTB

IIpakTnueckuii OINBIT:
SKCILTyaTUpPOBAaTh TEXHUYECKHE
cpeacTsa CETeBOI

UHPPACTPYKTYPHI
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3 | Okcnnyarauus o0bexToB | IIpoBenenune npOoPHIAKTHIECKUX
ceTeBOi MHPPACTPYKTYPHI pabor Ha  OOBEKTAX  CeTeBOH 10,00
UHOPACTPYKTYPBI ¥ pAOOYNX CTAHLIUSIX

YcTaHOBKA, HACTPOMKA, SKCILTyaTalus
u oOcny KuBaHue CETEeBBIX 4,00
kOoH(pHryparmii

Yyactue B pa3paboTke  CXeMbI
MOCJEAaBAPUMHOTO  BOCCTAHOBJICHUS
padoTOCTIOCOOHOCTH ~ KOMITBIOTEPHOH

CETH, BBINIOJIHEHHE BOCCTAHOBJIEHUS U 4,00
pEe3epBHOIO KOIMPOBaHUs
uHpopManun
YcTaHOBKA, HACTPOMKA, SKCILTyaTalus
U OOCIy)XMBaHHWE TEXHHUUYECKUX W 6.00
IIPOrpaMMHO-aINapaTHbIX CPENCTB ’
KOMITBIOTEPHBIX CETEeH
HUTOI'O (uHBapHAHTHAS YACTh) 75,00
BCEI'O (BapuaTuBHasi 4acTh)’ 25,00
nToro 100,00

(COBOKYNHOCTh HHBAPHAHTHON M BAPUATHBHOM YacTeii)

® Kpurepum OncHWBAHHMA BapuaTHBHOM wacTm KOJ[ pa3paGarhBarOTCs 00pA30BATENBHON OpraHH3AIHEH

CaAMOCTOATCNIFHO C YYCTOM KBaTH(DHKAIHOHHBIX TPCOOBAHHWH, 3afBICHHBIX OPTaHH3ALMAMH, PAOOTOJATCILIMH,
3aUHTCPCCOBAHHBIMHU B IMOATOTOBKE KaApOB COOTBGTCTBYIOH.[Gﬁ KB&IJ'II/I(I)I/IK&I.[I/II/I, B TOM YHCIIC ABJLIFOIIUMHUCA
CTOPOHOM AOTOBOPA O CETEBOI (PopMe peanm3anuu 00Pa30BATSIBHBIX MPOTPAMM H (HJIH) JOTOBOPA O MPAKTHICCKOH
TMOATOTOBKS OOy UAFOIIIHXCA.
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IlepconanbHbIi
KOMIIBIOTED B cOOpe

[lepcoHanpHBIi  KOMIBIOTEp B cOope:
LlentpanbHblil npoueccop: x86-64, He meHee 4
sanep, Hacrora mpoueccopa MakCHUMalbHasi HE
Hiwke 3,5ITh, ¢ nogaepkkoW anmapaTHOH
BUPTyalIM3aUuu uiu aHanor, - OmnepaTuBHas
namsaTe. He MeHee 8 IDb;, - ycTpoilcTBO
xpanenusi: He MeHee 500 I'b wmm ananor,
BO3MOXKHAa  3aME€Ha  Ha  TBEPAOTEJbHBIN
HakoruTenb SATA umn NVMe ¢ 06péMoM He
meHee 240I'b; - cerb: TexHosorusi Ethernet
crangapta 100BASE-T wunu ananor; -
BUJICOKAPTA! IUCKpETHast WIH
UHTETpUpPOBaHHAs c BO3MO>KHOCTBIO
MOJKJIIOUEHHUs] OT OJJHOIO 0 ABYX MOHHTOPOB
WM aHAJIOT, - MOHUTOP (WJIM JBA MOHUTOpA HA
yecmorpenne  00O): He  meHee 23,87
(pexomeHnoBaHO 277) M pa3pelIeHHEeM He
MeHee 1920x1080 wnm aHanor;, - KJaBuaTypa:
UHTETPUPOBAHHAs, CTaHJApTHAas [POBOAHAs
WM aHAJIOT, -  MAHUIYJATOP «MBIIIbY:
CTaHAAPTHBIA MNpoBOAHONM wuiau aHanor Ilpwm
UCTIOJIb30BAaHUH HOYTOYKa — BHEIIHUH MOHHUTOP
U MBIITb 00s13aTETHHBI.

26.20.15

Ha 1 pab.
MeCTO

mT
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Hannume mnonb3oBaTenbckoro rpaguueckoro
okpyxkenust  (GUI);  CosmecTumMocTp €
nosunuei "lIlepcoHanbHbII KOMIBIOTED B
cbope" BO3MOKHO MPUCYTCTBHE B KOMIUIEKTE
MOCTABKH: Beb-6paysep; [Iporpammuoe

Onepaunonnas cucrema | odecnieuenue (mamee I10) nmnsa mpocmotpa Ha 1 pab.
58.29.11 T
(manee OC) nokymeHtoB B (opmare PDF; TI0 nns MECTO
apxuBaiuu, Ilaker OQUCHBIX MpOrpamm;
OnepaunoHHasi CUCTEMa BXOAUT B COCTaB
€IMHOIO peecTpa POCCUMCKUX MNpOrpamm s
OBM u BJI;, Ilpoune  TexHUUECKHE
xapakTepucTuku Ha ycmorpenne OO,
IMonnepxka pabdorer mo cxeme HTTPS
IMonnepkka pazmerkn HTMLS Mosket BXOAUTH
. Ha 1 pab.
Beb-6paysep B coctaB japyrux nosunui.  Ilpoume | 58.29.21 MECTO LT
TEXHUYECKUE XAPAKTEPUCTHKH HAa YCMOTPEHUE
00
IIporpammuoe
obecrieueHne (manee | Moxer BXOOUTH B COCTaB JAPYTHX MO3ULMMA. Ha 1 pa6
I[I0) nna mpocmotpa | TexHUUecKHe XapakTEpUCTUKH ycMoTpeHue | 58.29.21 MecIT)o ' T
JOKYMEHTOB B (hopMate | 0Opa3oBaTeNIbHOM OpraHU3aluu
PDF
MoxeTr BXOAUTb B COCTAaB APYIUX MO3HULIUMN.
Ha 1 pab.
I1O nnst apxuBanmu TexHu4yecKkne XapakTepUCTUKH HA YCMOTPEHUE 58.29.21 MECTO 0T
o0pasoBaTesIbHON OpraHU3aLIH
Hcnons3yercs npu HEBO3MO>KHOCTH
HCIIOJIb30BAHUS 1IEHTPAIIU30BAHHON CHUCTEMBI
Ha 1 pab.
I1O nnst BUpTYanu3auuu | BUPTYaJTU3ALUNH, TEXHUYECKHUE 58.29.21 MECTO 0T
XapaKTEPUCTUKH Ha yCMOTpeHUE

00pasoBaTesIbHON OpraHU3aLIH
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ITaker opucHbIX
porpaMm

KomnoneHTsl oucHOro makera: rpadguyeckuii
penaKkTop, PEeJaKTOp JJIEKTPOHHBIX TaOJIHIL,
CPEICTBO MPOCMOTPa JOKYMEHTOB, TEKCTOBbII
penakrop. MoxeT BXOAMTb B COCTaB APYTUX
no3uuui. TexHU4Yeckne XapakTepUCTUKH Ha
ycmotpenne OO

58.29.21

Ha 1 pab.

MECTO

mT

10.

CereBoe yctpoiictso L3

BupTtyansHoe win pusnueckoe o60pynoBaHue,
JOCTYIHOE K JIeraJlbHOMY HCIOJb30BaHUIO Ha
Teppuropun  P®, [OMKHO NOANEPKUBATH
CIeNyoIlUe TEXHOJOTUH M CTaHgapThl: 1.
IIporokon IPv4 2. VmpaieHue JIOKaJabHbIMHU
MOJIb30BATEISIMU M HACTPOWKA NMPUBUJIETHH 3.
Texnonorus tyHHenuposanuss (RFC 2003) 4.
CepBep IOUHAMHYECKOW HACTPOWKH XOCTOB
(RFC 2131) 5. TexHomorus BHPTYaJIbHBIX
nokanbHbIX ceTei (IEEE 802.1q) 6. Texnonorus
nuHaMudeckoil mapmpytusanun  (OSPF) 7.
IIporokon ymanenHoro poctyma (SSH) 8.
IIporokon cereBoro Bpemenu (NTP) 9. Crincku
KOHTPOJIS I0CTyTa (MexcereBoe
SKPaHUPOBAHUE) c CJIEYIOIIUM
¢ynkumonanom: 1. TpaHcmsaumuss — mopra
DSTNAT 2. Tpaucmsuus nopra SRCNAT 3.
Tpancnsuus [P-anpecos B myOimuHbIe aapeca
DNAT 4. @unpTpauus NHaKETOB C Y4YETOM
3aronoskoB I[P, TCP, UDP 5. Biokuposku
MPWIOXKEHUN MO MNPOTOKOJaM 4, 7-ro ypoBHs
mozenu OSI

58.29.11

Ha 1 pab.

MECTO

mT
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OC Ansr Cepsep/ananor OmnepaTuBHas
namaTb. He wMenee 2 ['6; BuprtyanbHbii
LIEHTpaJbHbI IpoLeccop: He MeHee | snpo;

Ha 1 pab.

11. | BM «cepsep» BuptyanbHoe yCTpoONCTBO XpaHeHus: He MeHee | 58.29.11 2 2 2 LT
10 T'6; OmepauuoHHas cUCTeMa BXOAHWT B MeeTo
COCTaB  €OUHOTO  peecTpa  POCCHHUCKUX
nporpamm aist IBM u BJ1;
OC Aunbr Pabouas Cranuus/ananor, Hamuuue
NOJIb30BATEIBCKOTO TPaPUUECKOro OKpPY KEHHUS
(GUD); OneparuBHas mamsTh. He meHee 2 [0
12. | BM «pabouas cranusy | DHPTYAIBHBIL LCHTPAILHBIA NPOUECCOD: HE | g9 g ¢y | Halpab 1 1 1 T
MeHee 2 sAapo BuprtyanpHoe  yCTPOMCTBO MECTO
xpaHeHuss: He MeHee 15 I'0; OmneparmoHHas
CHUCTEMa BXOIWUT B COCTaB €IMHOIO peecTpa
poccuiickux nporpamm st OBM u B/1;
Pemenue nns pe3epBHOrOo KOMUPOBAaHUS U
IIporpammuoe BOCCTAHOBJICHMsS] JAaHHBIX C 3alIUTOH OT
obecrieueHne IUIsl | BUPYCOB-IIH(POBAJIBINUKOB, BXOAUT B COCTaB
13. | Pe3epBHOTO €AUHOI0 peecTpa POCCUMCKUX MPOrpaMM AJis 582991 Ha 1 pa0. 1
. 29. - - T
KOIUPOBAHUsA u|(9OBM wu BJl;, Bo3MOXHOCTb CO3AaHUS MECTO
BOCCTaHOBJICHUSI pe3epBHBIX KOMHMIl Kak BCEro JHUCKa, Tak U
JAHHBIX OTHEJIbHBIX OUPEKTOPHIL, BosMoxHOCTB
CO3JIaHMsI Pe3ePBHBIX KOMui 0a3 JaHHBIX;
IlepeyeHb HHCTPYMEHTOB
1. |He Tpedyercs - - - - - - -
IlepedyeHb pacxoAHBIX MATEPHAJIOB
1. | bymara OducHas, popmar A4, Genast 17.12.14 Ha 50 50 50 JIUCT
y4acTHHKa
2. | Pyuxa Ha YCMOTpPEHHE oOpazoBaTeNbHON 32,99 12 Hal 1 1 1 T
OpraHu3aLxu y4acTHHKa
3. | Kapasnam Ha YCMOTpPEHHE oOpazoBaTeNbHON 32.99 15 Hal 1 1 1 T
OpraHu3aLuu y4acTHHKa
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Ilepeyenn 06opynoBanust

Cron

Ha YCMOTpEHHUE oOpa3oBaTeNbHON
OpraHu3aALNH

31.01.12

mT

Cryn

Ha YCMOTpPEHHE oOpa3oBaTeNnbHON
OpraHu3aALNH

31.01.11

mT

IlepconanbHbIi
KOMIIBIOTED B cOOpe

[TepconanpHbili KOMIIBIOTEP B cOope: CPU:
x86-64, He MeHee 4 anep, HacToTa npoueccopa
MakcuMasibHas He Huke 3,511, ¢ moanep:kkon
anmnapaTHOM BUPTyaJIMU3AlUU WA aHAJIOT,
RAM: we menee 8 I'b; - HDD: e menee 500 I'b
WM aHajJor, BO3MOKHAa  3aMeHa  Ha
TBepAOTENbHBIN HakonuTedb SATA nnmmu NVMe
¢ obnémom He wMeHee 240I'b; - CeThb!
texHosnorusi Ethernet cranmapra 100BASE-T
WM aHAJIOT, - BUAEOKApPTA: NUCKPETHAs] WJIN
WHTETPUPOBAHHAS c BO3MOKHOCTBIO
MOAKJIFOYEHHS IByX MOHUTOPOB WJIM aHAJOT, -
MOHHTOp (WJIM JBAa MOHUTOpPA HAa yCMOTPEHHE
00): ne menee 23,8” (pekomeHnOBaHO 277) H
paspewieHneM He MeHee 1920x1080 wnum
aHaJor, - KJaBUATypa. HHTETPUPOBAHHAs,
CTaHAApTHas TIPOBOAHAS WJM AHAJIOT; -
MaHUITY JISITOP «MBIIITBY ; CTaHAAPTHBIN
NpPOBOAHON wiM aHajor Ilpu ucnosb3oBaHUU
HOyTOyKa — BHEIIHUHA MOHUTOP U MBbIIIb
00s13aTeIIbHBIL

26.20.15

mT

MHoroyHKIHOHAIBHO
€  YCTpOWCTBO  WJIH
IPUHTEP

Ha YCMOTpEHHE oOpa3zoBaTeNbHON
OpraHu3aluH

26.20.18

mT

OnepanmonHasi cucrema
(manee OC)

Ha YCMOTpPEHHE oOpazoBaTeNbHON
OpraHu3aALNH

58.29.11

mT
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IMognep:kka paborer 1o cxeme HTTPS
IMonnepkka pazmerkn HTMLS Mosket BXOAUTH

6. | BeG-Opaysep B coctaB apyrux nosunuid.  Ilpoune 58.29.21 1 IIT
TEXHUUECKHE XapaKTEPUCTUKU Ha YCMOTpPEHUE
o0pa3oBaTesIbHOM OpraHU3aluu
IIporpammuoe
obecrieueHne (manee | Moxer BXOOWTH B COCTaB JAPYTHX MO3ULMMA.
7. |IIO) nmna mnpocmotpa | Texanyeckne XapakTePUCTUKH HA YCMOTpPEHHUE 58.29.21 1 LT
JOKYMEHTOB B (hopMate | 0Opa3oBaTesIbHOM OpraHU3aluu
PDF
Moxer BXOAUTb B COCTAaB APYIUX MO3HULIUMN.
8. | IO nns apxuBauuu TexHUUECKHE XapaKTEPUCTUKU HA YCMOTPEHHE 58.29.21 1 LT
00pa3oBaTeNIbHOM OpraHU3aluu
KomnoneHTsl 0ucHOro makera: rpaduyeckuii
penaKkTop, PEeJaKTOp SJIEKTPOHHBIX TaOJIHIL,
9. | OdncHpiit naxer CPEICTBO MPOCMOTPA JOKYMEHTOB, TEKCTOBbII 5829 21 1 T
penakrop. MosxeT BXOAMTb B COCTaB APYTUX
no3unui. TexHUYecKkue XapakTePUCTUKH Ha
yCMOTpeHne 00pa30BaTeIbHON OpraHu3aluu
IlepeyeHb HHCTPYMEHTOB
1. | Crennep Ha YCMOTpPEHHE oOpa3oBaTeNbHON 250922 1 wr
OpraHu3aluu
IlepeueHb pacxoaHbIX MATEPHAJIOB
1. | Ckobsl anist cTeriepa Ha yCMOTpEHHE 0bpasoBaTeIbHOil 25.99.23 1 0T
OpraHu3aluu
2. | Pyuxa Ha YCMOTpPEHHE oOpazoBaTenpHON 32.99 12 1 e
OpraHu3aluu
3. | bymara Oducnas, popmar A4, Oenas, (mauka 500 j1.) 17.12.14 3 nay
4 Kaprpumx s | Ha YCMOTpEHHE oOpazoBaTeNbHON 289325 1 T
M®VY/mpunrepa OpraHu3aLUH

OcHaleHHe cpeacTBaAMH, 00eCeYHBAIOLIIMMH OXPaHY TPYAA H TeXHHKY 6€30MacHOCTH

—

. | He tpebyercs
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VYBEJIMYCHUE YUCIIa PEKOMEHIYEMbIX IKCIEPTOB 00YCIOBIIEHO:

- 00€eCreueHne CKOPOCTH MPOBEACHUS OLICHKH BBIMOJTHEHHBIX PadoT.
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3.5 MHMHcTpyKIHs N0 TeXHHKE 0€30MaCHOCTH

1.  OOwme TpeOoBaHMS MO TEXHUKE OE30MACHOCTH.

Hactosimias wuHCTpyKuusi pa3paboTaHa Ha OCHOBAHWU MMOCTAHOBJICHMSI
['maBHOrO TOCYHApPCTBEHHOTO CaHUTAPHOro Bpaua Poccwmiickoii denepanmu ot 28
suBaps 2021 roma Ne 2 «O0 yreepxacaun CanlluH 1.2.3685-21 «'uruennyeckue
HOPMATHBBLI U TPeOOBaHUS K 00ECIEYCHHIO O€30MacCHOCTH U (Uju) O€3BPEIHOCTH
JUTS 4eJIOBEKA (PAKTOPOB CPebl OOMTAHUS .

O3HAaKOMHUTBCS C MECTAMHU BBINOJHEHUS 3aJaHKsl U UMEIOIIMMUCS Ha
IUIOIIAJKE MPOXOAaMHU K TMOXKapHBIM (PBAKyallMOHHBIM) BBIXOAAM, CJIE€IOBATh
oOumM TpeGoBaHMsAM NPEObIBaHMSI HA TUIOIIAIKE

2. TpeOoBanus Mo TEXHUKE O€30MACHOCTH MEPEA HAYATIOM padOTHI.

Jlo Hauana paboThl HA padoYeM MECTE YUACTHUKY HEOOXOUMO:

* TMPOM3BECTH BHEUIHUNA OCMOTP MEPCOHAIBLHOTO KOMIIBIOTEPA — MPOBEPUTH
(BU3yaJIbHO) TPABUJILHOCTh MOJKITFOUYEHUS 000PYI0BAHUS B 3JIEKTPOCETH;

* MPOM3BECTH WHIAMBUAYAIBHYIO PEryJMPOBKY (IpU HaIMuMM TOJ00HOH
BO3MOKHOCTH, C pa3pelieHus TEXHUYECKOrO HSKCIEpTa) yrja HAaKJIOHA U
noaséMa MOHMTOpa (HAKJIOHA AMCIIES HOYTOyKa) JUIsl ONTHMM3ALUH
NOJIO>KEHUS [T JUTATENBHON padoThl 3a [1K.

Y4YacTHUKY  3ampeliaercs MPUCTYNaTh K  BBIMOJHECHUIO  3aJlaHMs
JEMOHCTPALIMOHHOTO 3K3aMeHa MPU 0OHAPY>KEHUHM HEUCTIPABHOCTH 000PYA0BAHMUSI.
O 3aMeUeHHBIX HEJOCTATKaX U HEUCITPABHOCTSIX HEMEUIEHHO COOOIUTh TJIaBHOMY
AKCHEPTY WM TEXHUUYECKOMY 3KCIEPTY, A0 YCTPAHECHUS HEMOJAN0K K 3aJaHUI0 HE
OPUCTYIATH.

3. TpeOGoBanus o TEXHUKE OE€30MACHOCTH BO BpeMs PabOTBHI.

Pabouee mMecTo mpu BBHIMOJHEHUM 33JaHUN JIEMOHCTPALMOHHOTO JK3aMEHa
JOJKHO OTBEYATh CIAEAYIOIIAM TPEOOBAHMSIM :

*  M300paKCHUE DKpaHa BUJCOMOHHUTOPA JOKHO ObITh CTAOMJIBHBIM, SICHBIM U

OPEIETbHO YETKUM, HE UMETh MEPLAHUIT CUMBOJIOB U (DOHA,
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* HA TMOBEPXHOCTH MOHMTOpPA HE JOKHO  OBITh OJIMKOB,  OTPAKEHMIA

CBETWJILHUKOB, OKOH M OKPY KarOIIUX MPEIMETOB.

VY4acTHUK AOKEH 00pallaTe BHUIMAHUE HA CHMBOJIBI, BBICBEUMBAIOLINECS HA
NaHENIH TEPCOHAIBHOTO KOMITBIOTEPA (HOYTOYKa, MOHOOJIOKA), HE UTHOPUPOBATH
uX.

YyactHuk ~ o0si3aH  coOmromarte  mpaBwiia  O€30MAacHOCTH  MPH
BKIIFOUCHUW/BBIKITIOYCHUHA ~ annaparoB,  HAXOAAIIUXCS B DIIEKTPOCETH
(MEPCOHAIBHBIA KOMMBIOTEP, HOYTOYK, MOHOOJOK). 3anpelieHo NmpuKacarbes K
yKa3aHHBIM armaparaMm MOKPbIMU PyKaMH.

3anpenieHa 3kcmyaranus HoyTOyka, MoHoOoka, 11K, ecnim on neperpencs,
CTaJl JABIMUTBLCS, TOSBWJICS TOCTOPOHHMM 3amax WM 3BYK. B 3Tom ciyuae
YYaCTHUKY HEOOXOOMMO HEMEUICHHO MPEKPATUTh PAdOTy, COOOLIUTEH TTABHOMY
BKCIEPTY WM TEXHUYECKOMY 3KCIEPTY, A0 YCTPAHEHUS HEMONAA0K K 3aJaHUI0 HE
OPUCTYTATh

4.  TpeboBaHus N0 TEXHUKE OE€30MACHOCTH B aBAPHIHBIX CUTYALUSX.

B ciy4ae BO3HMKHOBEHHMSI aBapUMHBIX CUTYyallUil CJIEIOBAaTh MUHCTPYKIUSM
IJIABHOTO M TEXHUYECKOTO SKCIEPTOB

5.  TpeboBaHus MO TEXHUKE OE30MACHOCTH IO OKOHYAHUH PaOOTHI.

ITo 3aBepuieHnto padOThl HEOOXOAMMO YOpaTh CBOE paboUEE MECTO, CIIOKHUTh
B CTONKY BCE TME€YATHbIE MAaTEpUaJbl, BBIKIIOUUTh BUPTYAJIbHBIE MAIIUHBI,
00€CMeUnTh COXPAHHOCTD YUETHBIX JAHHBIX JJIsl SKCIIEPTHON TPYIIIIHI.

Oprasu3anioHHbIe TPEOOBAHMS:

1.  TexHuYeCKM HKCHOEPT BHOCUT HEOOXOMMMBIE JOTOJHEHUS B
WHCTPYKIHUIO MO TEXHUKE O0€30MaCHOCTU M OXpaHe Tpyaa (nanee — MHCTpykums) ¢
yuetoM ocodeHHoctel LITTJD. JlomonHenuss HeoOX0AMMO O(POPMUTEL HE MO3IHEE
NOATOTOBUTENILHOTO JHS TMEPEN HadajloM 3k3amMeHa. HMHCTpyKnus J0JbKHA
BKJIFOYATh CJICIYFOIINE ACTIEKTHI:

- cneuupuyeckue omnepauuu M BUAbI PaOOT, BBIMOJHSIEMBIE Ha

KOHKPETHOM 000pYIOBAHUH, C YKA3aHUEM €TI0 MApOK;
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- 0COOCHHOCTH PACHOJIOKEHUS IBAKY ALIMOHHBIX BBIXOJIOB,;

- PacIoNoXKEHUE CAaHUTAPHBIX KOMHAT;

- WHBIC BAKHBIE MOMEHTBI, KOTOPblE HE OBUIM BKJIKOYECHBI B 0A30BYIO
uHCTpYKIuo KO/I.

2. TexHWYECKMH SKCOEPT MOJ MOANKMCH 3HAKOMHUT TJIABHOTO SKCHEPTA,
YJICHOB JKCHEPTHOH Trpynmbl, 00yYarOMMXCsl ¢ TpeOOBaHUSIMU OXpaHbl TPyJa W
0€30MacCHOCTH MPOU3BOICTBA.

3. Bcee yuactauku 1D 10DKHBI COONIIOAATH YCTAaHOBIEHHBIE TPEOOBAHUS
N0 OXPaHE TPyJa W NPOU3BOJCTBEHHOW OE30MaCHOCTH, BBIMOJHATH YKA3aHWUS

TEXHMUYECKOTO IKCIEPTa MO COOTIOACHHUIO YKa3aHHBIX TPEOOBAHUM.
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3.6 OoOpa3sen 3apanust

3ananue /IO npencraBiseT coOoil coyeTaHUE MOIYJEH B 3aBUCUMOCTH OT
BAJA arrectauuu W ypoBHA J1O. IIpOAOIKHATENBHOCTh BBIMOJHEHUS KAKIOTO
MOJIyJIsl 3a/1aHus peacTaBicHa B Tadauie Ne 12,

Tabmuia Ne 12

HpO).IO.]'l?KHTeJ'leOCTb BBINOJIHEHHUS
Moayns / coBokynnoctu MoayJeii u
Bux zestennnoctn | Bu o011iee BpeMsi HA BbIMOJTHEHHE 3aJaAHHS
Moaynu A A .. A I'mA 13
npodecCHOHANBHOH AesITeIbHOCTH
JICH nmy
I'UA 1D BY
pamkax ITA (uHBapuaHT
HAsl 4aCTh)
Brimonnenue pabor o
Moayae 1 | OpOEKTUPOBAHUIO cereBoit | 1 4. 00 muH. | 1 4. 00 muH. | 1 9. 00 MuH.
UHPPACTPYKTYPBI
Opranuzanus CETEeBOro
Moayasb 2 P ! 1 4.30 muH. | 1 4. 30 MuH.
AAMUHUCTPUPOBAHUSA
Dkcrutyatanusi OOBEKTOB CETeBOU
Moayab 3 yaran 1 1. 30 muH.
UHPPACTPYKTYPBI
MaxkcumaibHas NpOAOKUTEIBHOCTD
poz 1 4. 00 muH. | 2 4. 30 muH. | 4 4. 00 MuH.
JEMOHCTPALIMOHHOTO SK3aMEHa.

Oo0pa3zen 3aganus aas /19D B pamkax ITA

Moayas 1. Hacrpoiika cereBoii HHPpacTpyKTypbl

HeobGxomumo pa3paboTtaTe M HACTPOUTh UHPPACTPYKTYPY HHPOPMALIMOHHO-
KOMMYHUKAIIMOHHON CUCTEMBI COTJIACHO MPEUI0KEHHON Tonooruu (cM. PucyHok
1)

3ajaHue BKIIOYAET 0a30BYI0 HACTPOHKY YCTPOICTB:

* TMPUCBOCHUE UMEH YCTPOCTBaM
* pacuer IP-agpecanuun

* HACTPOWKY KOMMYTALIMA U MAPLIPYTHU3ALKAH






36

HUmn OneparuBHas | IlenTpanbubiii | Hakonurens | OnepaumnonHas
BHPTYAJIbHOH NnamMsThb npoueccop, cucTemMa
MAIIHHBI saaep
ISP 1T6 1 ssmpo 5T6 JuctpubyTus
Anpt JeOS unu
aHayor
HQ-RTR 416 B ciiyuae 4 sanpa B 10T6 OC EcoRouter,
UCTIOJIb30BAHUS ciydae B Clly4ae
EcoRouter HCIIOJIb30BAHUS HEBO3MOKHOCTH
1 I'0 B ciyuae EcoRouter HCIIOJIb30BAHUS
HCTIOJIb30BAHUS 1 sopo B EcoRouter
IuCTpUOyTHBA ciydae IUCTPUOYTHUB
Linux HCIOJIb30BaHUs Anpt JeOS unu
auCTpuOyTHBA aHajor
Linux
BR-RTR 416 B ciayyae 4 simpa B 1016 OC EcoRouter,
UCTIOJIb30BAHUS ciydae B Clly4ae
EcoRouter HCIOJIb30BAHUS HEBO3MOKHOCTH
1I'0 B ciyuae EcoRouter HCIOJIb30BAHUS
HCIIOJIb30BAHUSA 1 sapo B EcoRouter
auCTpuOyTHBA ciy4dae IUCTpUOYTHUB
Linux HCIIOJIb30BaHUs Anpt JeOS unu
auCTpuOyTHBA aHajor
Linux
HQ-SRV 216 1 simpo 10T6 OC Anbr
cepBep WIH
aHasor
BR-SRV 216 1 ssmpo 1016 OC AnbT
cepBep WU
aHaJjor
HQ-CLI 216 2 siapa 15T6 OC AnbT
pabouas

CTaHL WA HUIJIN

aHaJor
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Hroro 15 (9 B ciyuae 13 (7 B cyuae 6016
UCTIOJNB30BAHUS | HCIIOJIb30BAHMS
OC AnbT unu OC Anbt unu
aHaJora) aHajyora)

3ananune moayan 1
1. TlpousBeaute 0A30BYIO0 HACTPOMKY YCTPOMCTB:
* Hacrpoiite nmMeHa yCTPOWCTB COINIACHO TONOJIOTMU. MCImone3yiTe moiHoe
JOMEHHOE MMl
» Ha Bcex ycrpoiicTBax HE00X0AMMO CKOHQUTrypHupoBaTh [Pv4:
» [P-agpec nomkeH ObITH U3 MPUBATHOIO IMAITA30HA, B CJIy4ae, €CU CETh
JJokanbHas, cornacHo RFC1918
» JlokampHas cetb B ctopony HQ-SRV(VLAN 100) nomkHa BMEAaTh HE
Oonee 32 aapecoB
» JlokampHas cetb B ctopoHy HQ-CLI(VLAN 200) nomkHa BMenarh HE
MeHee 16 aapecoB
» JlokanmpHas cetb ans ynpasieHus(VLAN 999) nomkHa BMEHarh He
Oonee 8 anpecos
» JlokanmpHas ceth B cTopoHy BR-SRV nomkHa Bmemars He Oomnee 16
anpecoB
+ CeneHuss 00 ajpecax 3aHecUTe B TA0AMIY 2, B KAauyeCTBE MNpUMEpPA
ucnoae3yiite [lpun 3 O1 KOJI 09.02.06-1-2026-M1
2. Hacrpoiite noctymn k cetu MHTEpHET, HA MapmpyTu3arope [SP:
» Hactpoiite agpecanunto Ha uHTepdericax:
» MHurepdelic, NOAKITIOUECHHBIA K MarucTpajibHOMY MPOBAWAEPY, MOIydYaeT
anpec no DHCP
» Hactpoiite MapmpyT no yMOJTYaHHIO, €CJIU 3TO HEOOXOAUMO
» Hacrpoiite untepdeiic, B cropony HQ-RTR, nntepdelic moaknoyeH Kk cetu
172.16.1.0/28
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Hacrpoiite untepdeiic, B cropony BR-RTR, untepdeiic noakinoyeH k cetu
172.16.2.0/28

Ha ISP HacTpoiiTe OTMHAMHYECKYK) CETEBYH) TPAHCIALMIO TOPTOB IS
nocryna k cetn Marepaer HQ-RTR u BR-RTR.

Coszpaiite noKanbHbIEC YUETHBIE 3amich Ha cepBepax HQ-SRV u BR-SRV:
Coznaiite nonb3oBarens sshuser

[Tapone nonw3oBarens sshuser ¢ maponem P@sswOrd

Hnentudukarop nonas3zosarens 2026

[Tonw3oBarens sshuser MOKEH MMETH BO3MOKHOCTH 3amyckaTth sudo 0e€3
BBOJIA MMAPOJIst

Cozpaiite nmonp3oBarens net admin va mapupytuzaropax HQ-RTR u BR-
RTR

[Tapone nonw3oBarens net_admin ¢ maponem P@sswOrd

[Tpu Hactporike OC Ha 6a3e Linux, 3amyckate sudo 0e3 BBOA MapoJist

[Tpu Hactpoiike OC ortaMuHbIX OT Linux monbs3oBaTens MOJKEH 00aarh
MAaKCHMAJIbHBIMH TPHBUIICTHUSIMH.

. Hacrpoiite kommyTammto B cermente HQ cneayromum oOpazom:

Tpapuk HQ-SRV nomxen npunaanexats VLAN 100

Tpapuk HQ-CLI nommken npunamiexars VLAN 200

[TpenycMOTpeTh BO3MOXKHOCTD Niepeaaun Tpaduka ynpaeineHus B VLAN 999
Peanuzoate Ha HQ-RTR mapmpytu3anmro Tpadurika Bcex ykazaHHbix VLAN
C MCIOIB30BAHUEM OJHOIO CETEBOrO agantepa BM/pusnueckoro nopra
CBeneHust 0 HACTPOMKE KOMMYTAllM BHECUTE B OTYET

. Hacrpoiite 6e3omacHblii ynaneHHslii qoctyn Ha cepsepax HQ-SRV u BR-
SRV:

JUTsl MOAKITFOUEHUS MCTTONb3yiTe nopt 2026

Pazpemmte noAKIFOUEHUST NCKITIOUMTENBLHO MOJIB30BATENO Sshuser
OrpaHn4bTe KOJIMYECTBO MOMBITOK BXOa 10 IBYX

Hacrpoiite 0annep «Authorized access onlyy.
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. Mexny opucamu HQ u BR, Ha mapmpyrmzaropax HQ-RTR u BR-RTR
HEOOXOMMO CKOH(PUTyprUpOBaTh 1p TYHHEb:

Ha Bo160op Texnonorun GRE wm IP in [P

CBeneHust O TYHHETIE 3aHECUTE B OTUET.

. ObecneupTe AMHAMHYECKYIO MApLIPYyTH3ALMIO HA MmapupyTtusaropax HQ-
RTR u BR-RTR: cetu ogHoro oduca nokHbl ObITh TOCTYIHBI U3 APYTOrO
opuca m HaoOopoT. s obecrneueHWs: NUHAMWUYECKOW MapIIpyTHU3ALNANA
ucnosb3yite link state mpoToKo HA YCMOTPEHUE YUACTHUKA:

Pazpemmte BBIOpaHHBIM MPOTOKOJI TOJBKO HA HHTEPQEcax 1p TyHHENS
MapupyTu3aropsl JOJKHBL JEATHCS MAPIIPYTaMU TOJBKO APYT C APYTrOM
OOecrieubTe 3alIMTy BBIOPAHHOTO MPOTOKOJA IMOCPEACTBOM MAPOIbHON
3aIIUTHI

CBeneHust 0 HACTPOHKE M 3alIMTE MPOTOKOJIA 3AHECUTE B OTYET.

. Hacrpoiika nuHaMu4ecKOH TpaHCISILMKA aapecoB Mmapuupyrusaropax HQ-
RTR u BR-RTR:

Hactpoiite nuHaMUyecKyr0 TpPaHCIALIUIO aapecoB uisi o0oumx Oo(uCcoB B
cropony ISP, Bce ycrpoiictBa B oducax MOJKHBI UMETh JOCTYI K CETH
Hutepuer

. HactpoiiTe mpoTOKON NWHAMWUYECKOW KOH(UIypalMHd XOCTOB JUIS CETH B
cropony HQ-CLI:

HactpoiiTe Hy>KHYIO TTOACETh

B kauectse cepsepa DHCP Beictynaer mapmpytuzarop HQ-RTR
Kmuentom siBisierca mammaa HQ-CLI

HckimrounTe U3 BBIJAYM apec MapLIpyTU3aTopa

AJZpec muIo3a no yMoa4aHuro — aapec mapupyrtusaropa HQ-RTR

Anpec DNS-cepsepa s mammmasl HQ-CLI — agpec cepsepa HQ-SRV
DNS-cyddukc — au-team.irpo

CaezeHuUs 0 HACTPOIMKE MPOTOKOJIA 3aHECUTE B OTUET.
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10.HacTpoiite ”HQPACTPYKTYyPy pa3peliecHust AOMEHHBIX UMEH st opucos HQ

u BR:

» OcnoBHO# DNS-ceprep peanuzorad Ha HQ-SRV

« CepBep AODKEH OOECTeUMBaTH pa3pelicHUe WMEH B CETEBBIC ajapeca

YCTPOHCTB U 0OpaTHO B COOTBETCTBUHU ¢ Ta0anIeii 3

» B kauectBe DNS cepBepa nepechbuUIKy UCTONIb3YHTE T000# 001Ie10CTy MTHBINA

DNS cepBep(77.88.8.7, 77.88.8.3 wium apyrue)

11.HactpoiiTe 4acoBoil MOSIC Ha BCEX YCTPOWCTBAX (3a HCKIHOUYECHUEM

BUPTYaJIbHOIO KOMMYTATOpPa, B CIy4ae €ro UCMoJb30BaHMUs) COTJIACHO MECTY

IIPOBCACHMA 5K3aMCHA

TaOnuua 2
Hwms yerpoiicTea IP-anpec 11103 MO yMOI4aHUIO
HQ-RTR
BR-RTR
HQ-SRV
HQ-CLI
BR-SRV

TaOnuua 3
YcTpoucTBo 3anuceh Tun
HQ-RTR hq-rtr.au-team.irpo A,PTR
BR-RTR br-rtr.au-team.irpo A
HQ-SRV hq-srv.au-team.irpo APTR
HQ-CLI hq-cli.au-team.irpo A,PTR
BR-SRV br-srv.au-team.irpo A
ISP (unTepoeiic HanpasnenHsblil B cropony HQ-RTR) docker.au-team.irpo | A
ISP (unTepoeiic HanpaBnenHsblit B ctopoHy BR-RTR) web .au-team.irpo A

Heo0xommmble MPUITOKEHUS:

ITpun 1 O1 KO/ 09.02.06-1-2026-M1: 11abion oT4eTa
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[Tpun 2 O1 KOJ 09.02.06-1-2026-M1: HHCTPYKUMsT 1O HACTPOMKE
000pyI0BaHUS sl TEXHWUYECKOTO 3Kkcnepra 19

[Tpun 3 O1 KOJ 09.02.06-1-2026-M1: Ilpumep 3amosHeHust TaOIULBI
aJpecoB

[Tpun 4 O1 KOJ 09.02.06-1-2026-M1: HHcTpykumu mo Oo(GpOpPMIIEHUIO

oTuYéra

Heo0xomumele MpUIIOKEHHAS:

Tpun 303 KO 09.02.06-1-2026-M1.docx
Tpun_4 03 KO 09.02.06-1-2026-M1.docx
Tpun_1_ 03 KO 09.02.06-1-2026-M1.docx
Tpun 203 KO 09.02.06-1-2026-M1.docx

Hucrpykumm mns TO: MHCTpyKumMs i TEXHHYECKOrO aAMUHUCTPATOpa

pasMCICHa B ITPUIIOKCHHUHN

Oo6pasen 3aganus aiast I'HA JID BY

Moayas 1. Hacrpoiika cereBoii HHPpacTpyKTypbl

HeobGxomumo pa3paboTtaTe M HACTPOUTh HHPPACTPYKTYPY HHPOPMALIMOHHO-
KOMMYHUKAIIMOHHON CUCTEMBI COTJIACHO MPEUI0KEHHON Tonojoruu (cM. PucyHok
1)

3ajaHue BKIOYAET 0a30BYI0 HACTPOHKY YCTPOICTB:

* TMPUCBOCHUE UMEH YCTpOiCTBaM
* pacuer IP-agpecanuun

* HACTPOWKY KOMMYTALIMHA U MAPLIPYyTU3ALNAN
y y
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HUmn OneparuBHas | IlenTpanbubiii | Hakonurens | OnepaumnonHas
BHPTYAJIbHOH NnamMsThb npoueccop, cucTemMa
MAIIHHBI saaep
ISP 1T6 1 ssmpo 5T6 JuctpubyTus
Anpt JeOS unu
aHayor
HQ-RTR 416 B ciiyuae 4 sanpa B 10T6 OC EcoRouter,
UCTIOJIb30BAHUS ciydae B Clly4ae
EcoRouter HCIIOJIb30BAHUS HEBO3MOKHOCTH
1 I'0 B ciyuae EcoRouter HCIIOJIb30BAHUS
HCTIOJIb30BAHUS 1 sopo B EcoRouter
IuCTpUOyTHBA ciydae IUCTPUOYTHUB
Linux HCIOJIb30BaHUs Anpt JeOS unu
auCTpuOyTHBA aHajor
Linux
BR-RTR 416 B ciayyae 4 simpa B 1016 OC EcoRouter,
UCTIOJIb30BAHUS ciydae B Clly4ae
EcoRouter HCIOJIb30BAHUS HEBO3MOKHOCTH
1I'0 B ciyuae EcoRouter HCIOJIb30BAHUS
HCIIOJIb30BAHUSA 1 sapo B EcoRouter
auCTpuOyTHBA ciy4dae IUCTpUOYTHUB
Linux HCIIOJIb30BaHUs Anpt JeOS unu
auCTpuOyTHBA aHajor
Linux
HQ-SRV 216 1 simpo 10T6 OC Anbr
cepBep WIH
aHasor
BR-SRV 216 1 ssmpo 1016 OC AnbT
cepBep WU
aHaJjor
HQ-CLI 216 2 siapa 15T6 OC AnbT
pabouas

CTaHL WA HUIJIN

aHaJor
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Hroro 15 (9 B ciyuae 13 (7 B cyuae 6016
UCTIOJNB30BAHUS | HCIIOJIb30BAHMS
OC AnbT unu OC Anbt unu
aHaJora) aHajyora)

3ananune moayan 1
1. TlpousBeaute 0A30BYIO0 HACTPOMKY YCTPOMCTB:
* Hacrpoiite nmMeHa yCTPOWCTB COINIACHO TONOJIOTMU. MCImone3yiTe moiHoe
JOMEHHOE MMl
» Ha Bcex ycrpoiicTBax HE00X0AMMO CKOHQUTrypHupoBaTh [Pv4:
» [P-agpec nomkeH ObITH U3 MPUBATHOIO IMAITA30HA, B CJIy4ae, €CU CETh
JJokanbHas, cornacHo RFC1918
» JlokampHas cetb B ctopony HQ-SRV(VLAN 100) nomkHa BMEAaTh HE
Oonee 32 aapecoB
» JlokampHas cetb B ctopoHy HQ-CLI(VLAN 200) nomkHa BMenarh HE
MeHee 16 aapecoB
» JlokanmpHas cetb ans ynpasieHus(VLAN 999) nomkHa BMEHarh He
Oonee 8 anpecos
» JlokanmpHas ceth B cTopoHy BR-SRV nomkHa Bmemars He Oomnee 16
anpecoB
+ CeneHuss 00 ajpecax 3aHecUTe B TA0AMIY 2, B KAauyeCTBE MNpUMEpPA
ucnoae3yiite [lpun 3 O1 KOJI 09.02.06-1-2026-M1
2. Hacrpoiite noctymn k cetu MHTEpHET, HA MapmpyTu3arope [SP:
» Hactpoiite agpecanunto Ha uHTepdericax:
» MHurepdelic, NOAKITIOUECHHBIA K MarucTpajibHOMY MPOBAWAEPY, MOIydYaeT
anpec no DHCP
» Hactpoiite MapmpyT no yMOJTYaHHIO, €CJIU 3TO HEOOXOAUMO
» Hacrpoiite untepdeiic, B cropony HQ-RTR, nntepdelic moaknoyeH Kk cetu
172.16.1.0/28
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Hacrpoiite untepdeiic, B cropony BR-RTR, untepdeiic noakinoyeH k cetu
172.16.2.0/28

Ha ISP HacTpoiiTe OTMHAMHYECKYK) CETEBYH) TPAHCIALMIO TOPTOB IS
nocryna k cetn Marepaer HQ-RTR u BR-RTR.

Coszpaiite noKanbHbIEC YUETHBIE 3amich Ha cepBepax HQ-SRV u BR-SRV:
Coznaiite nonb3oBarens sshuser

[Tapone nonw3oBarens sshuser ¢ maponem P@sswOrd

Hnentudukarop nonas3zosarens 2026

[Tonw3oBarens sshuser MOKEH MMETH BO3MOKHOCTH 3amyckaTth sudo 0e€3
BBOJIA MMAPOJIst

Cozpaiite nmonp3oBarens net admin va mapupytuzaropax HQ-RTR u BR-
RTR

[Tapone nonw3oBarens net_admin ¢ maponem P@sswOrd

[Tpu Hactporike OC Ha 6a3e Linux, 3amyckate sudo 0e3 BBOA MapoJist

[Tpu Hactpoiike OC ortaMuHbIX OT Linux monbs3oBaTens MOJKEH 00aarh
MAaKCHMAJIbHBIMH TPHBUIICTHUSIMH.

. Hacrpoiite kommyTammto B cermente HQ cneayromum oOpazom:

Tpapuk HQ-SRV nomxen npunaanexats VLAN 100

Tpapuk HQ-CLI nommken npunamiexars VLAN 200

[TpenycMOTpeTh BO3MOXKHOCTD Niepeaaun Tpaduka ynpaeineHus B VLAN 999
Peanuzoate Ha HQ-RTR mapmpytu3anmro Tpadurika Bcex ykazaHHbix VLAN
C MCIOIB30BAHUEM OJHOIO CETEBOrO agantepa BM/pusnueckoro nopra
CBeneHust 0 HACTPOMKE KOMMYTAllM BHECUTE B OTYET

. Hacrpoiite 6e3omacHblii ynaneHHslii qoctyn Ha cepsepax HQ-SRV u BR-
SRV:

JUTsl MOAKITFOUEHUS MCTTONb3yiTe nopt 2026

Pazpemmte noAKIFOUEHUST NCKITIOUMTENBLHO MOJIB30BATENO Sshuser
OrpaHn4bTe KOJIMYECTBO MOMBITOK BXOa 10 IBYX

Hacrpoiite 0annep «Authorized access onlyy.
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. Mexny opucamu HQ u BR, Ha mapmpyrmzaropax HQ-RTR u BR-RTR
HEOOXOMMO CKOH(PUTyprUpOBaTh 1p TYHHEb:

Ha Bo160op Texnonorun GRE wm IP in [P

CBeneHust O TYHHETIE 3aHECUTE B OTUET.

. ObecneupTe AMHAMHYECKYIO MApLIPYyTH3ALMIO HA MmapupyTtusaropax HQ-
RTR u BR-RTR: cetu ogHoro oduca nokHbl ObITh TOCTYIHBI U3 APYTOrO
opuca m HaoOopoT. s obecrneueHWs: NUHAMWUYECKOW MapIIpyTHU3ALNANA
ucnosb3yite link state mpoToKo HA YCMOTPEHUE YUACTHUKA:

Pazpemmte BBIOpaHHBIM MPOTOKOJI TOJBKO HA HHTEPQEcax 1p TyHHENS
MapupyTu3aropsl JOJKHBL JEATHCS MAPIIPYTaMU TOJBKO APYT C APYTrOM
OOecrieubTe 3alIMTy BBIOPAHHOTO MPOTOKOJA IMOCPEACTBOM MAPOIbHON
3aIIUTHI

CBeneHust 0 HACTPOHKE M 3alIMTE MPOTOKOJIA 3AHECUTE B OTYET.

. Hacrpoiika nuHaMu4ecKOH TpaHCISILMKA aapecoB Mmapuupyrusaropax HQ-
RTR u BR-RTR:

Hactpoiite nuHaMUyecKyr0 TpPaHCIALIUIO aapecoB uisi o0oumx Oo(uCcoB B
cropony ISP, Bce ycrpoiictBa B oducax MOJKHBI UMETh JOCTYI K CETH
Hutepuer

. HactpoiiTe mpoTOKON NWHAMWUYECKOW KOH(UIypalMHd XOCTOB JUIS CETH B
cropony HQ-CLI:

HactpoiiTe Hy>KHYIO TTOACETh

B kauectse cepsepa DHCP Beictynaer mapmpytuzarop HQ-RTR
Kmuentom siBisierca mammaa HQ-CLI

HckimrounTe U3 BBIJAYM apec MapLIpyTU3aTopa

AJZpec muIo3a no yMoa4aHuro — aapec mapupyrtusaropa HQ-RTR

Anpec DNS-cepsepa s mammmasl HQ-CLI — agpec cepsepa HQ-SRV
DNS-cyddukc — au-team.irpo

CaezeHuUs 0 HACTPOIMKE MPOTOKOJIA 3aHECUTE B OTUET.
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10.HacTpoiite ”HQPACTPYKTYyPy pa3peliecHust AOMEHHBIX UMEH st opucos HQ

u BR:

» OcnoBHO# DNS-ceprep peanuzorad Ha HQ-SRV

« CepBep AODKEH OOECTeUMBaTH pa3pelicHUe WMEH B CETEBBIC ajapeca

YCTPOHCTB U 0OpaTHO B COOTBETCTBUHU ¢ Ta0anIeii 3

» B kauectBe DNS cepBepa nepechbuUIKy UCTONIb3YHTE T000# 001Ie10CTy MTHBINA

DNS cepBep(77.88.8.7, 77.88.8.3 wium apyrue)

11.HactpoiiTe 4acoBoil MOSIC Ha BCEX YCTPOWCTBAX (3a HCKIHOUYECHUEM

BUPTYaJIbHOIO KOMMYTATOpPa, B CIy4ae €ro UCMoJb30BaHMUs) COTJIACHO MECTY

IIPOBCACHMA 5K3aMCHA

TaOnuua 2
Hwms yerpoiicTea IP-anpec 11103 MO yMOI4aHUIO
HQ-RTR
BR-RTR
HQ-SRV
HQ-CLI
BR-SRV

TaOnuua 3
YcTpoucTBo 3anuceh Tun
HQ-RTR hq-rtr.au-team.irpo A,PTR
BR-RTR br-rtr.au-team.irpo A
HQ-SRV hq-srv.au-team.irpo APTR
HQ-CLI hq-cli.au-team.irpo A,PTR
BR-SRV br-srv.au-team.irpo A
ISP (unTepoeiic HanpasnenHsblil B cropony HQ-RTR) docker.au-team.irpo | A
ISP (unTepoeiic HanpaBnenHsblit B ctopoHy BR-RTR) web .au-team.irpo A

Heo0xommmble MPUITOKEHUS:

ITpun 1 O1 KO/ 09.02.06-1-2026-M1: 11abion oT4eTa
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[Tpun 2 O1 KOJ 09.02.06-1-2026-M1: HHCTPYKUMsT 1O HACTPOMKE
000pyI0BaHUS sl TEXHWUYECKOTO 3Kkcnepra 19

[Tpun 3 O1 KOJ 09.02.06-1-2026-M1: Ilpumep 3amosHeHust TaOIULBI
aJpecoB

[Tpun 4 O1 KOJ 09.02.06-1-2026-M1: HHcTpykumu mo Oo(GpOpPMIIEHUIO

oTuYéra

Heo0xomumele MpUIIOKEHHAS:

Tpun 303 KO 09.02.06-1-2026-M1.docx
Tpun_4 03 KO 09.02.06-1-2026-M1.docx
Tpun_1_ 03 KO 09.02.06-1-2026-M1.docx
Tpun 203 KO 09.02.06-1-2026-M1.docx

Hucrpykumm mns TO: MHCTpyKumMs i TEXHHYECKOrO aAMUHUCTPATOpa

pasMCICHa B ITPUIIOKCHHUHN

Moayas 2. Opranusanusi CeTeBoro aIMUHUCTPHPOBAHUA

Heobxommo pazpadoTtaTh U HACTPOUTH UH(PPACTPYKTYPY MH(OPMALIMOHHO-
KOMMYHHKAIIMOHHOM CHCTEMBI COTTIACHO MPEUIOKEHHON TONOJIOTHH (CM. PHCYHOK
2).

Jlns Moaynst 2 UCTIONB3YETC OTACIbHBINA CTEHA. MHCTPYKIUS O HACTPOMKE
CTEHJA JI1 TEXHUYECKUX aIMUHUCTPATOPOB MJIOIIAAKK B OTACIBHOM (aiiie.

B cTenae npeaHacTpOeHS.!:

» [P-aapeca, Macku nmoaceTeil U LUTKO3BI 110 YMOITYAHUIO
» CereBas TpaHCIALMS AIPECOB
* [P tyHHens

» JluHamMUUECKask MapLIPy TU3ALMS
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» Cozpmanbl monwp3oBarenu sshuser Ha cepBepax ®  net admin  Ha
MapIIpyTU3aTOPaX, UM MPEAOCTABICHBI AIMUHUCTPATUBHBIC TPUBUIICTUH

» Tloptel ssh Ha cepBepax

» DHCP-cepsep

» DNS-cepBep

» Cepsep HQ-SRV umeer Tpu IONOJHUATENBHBIX HAKONIATENS pasmepom 11'b

[To kaxIOMYy MYHKTY 3aAaHds, TPEOYIOIIET0 OTUYET, COCTABUTH TEKCTOBBIN
JOKYMEHT, HAa3BaHUE KOTOPOIO MOJDKHO COAEP)KATh MHAECKC IMYyHKTA W KPaTKOE
onucaHue. TEeKCTOBbIM TOKYMEHT JAOKEH COIAEPKATh TEKCTOBYIO MH(OPMALMIO U
MOKET BKJIFOUaTh CHMMKHM 53KPaHa, KaJpPUPOBAHHBIE TaKWM 0Opa3oM, YTOOBI
OTHOCSIIASCA K BBITOJIHEHUIO 3a/1aHUsl THPOPMALMS HA CHUMKAX ObLIa YATACMOH.

HTOroBeliA OTYET MO OKOHYAHUM PAOOTHI CIEAYET COXPAHUTH HA JUCKE
pabouero mecta 1 3aaath uMs ¢aitna - GamunusyYyactaukaMonayne2 6e3 yuéra

paciuMpeHus
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BR-RTR 416 B ciiyuae 4 anpa B 10T6 OC EcoRouter,
HCTIOJNIb30BAHUS ciydae B Clly4ae
EcoRouter HCIIOJIb30BAHUS HEBO3MOKHOCTH
1T'6 B cayvae EcoRouter WCTIOJIb30BAHUS
HCIIOJIb30BAHUSA 1 sapo B EcoRouter
IuCTpuOyTHBA ciy4dae aUCTpUOyTHUB
Linux HCIIOJIb30BaHUs Anpt JeOS unu
auCTpuOyTHBA aHajor
Linux
HQ-SRV 216 1 ssmpo 10T6 OC Anbr
cepBep WIH
aHayor
BR-SRV 216 1 simpo 10T6 OC Anbr
cepBep WIH
aHayor
HQ-CLI 216 2 simpa 15T6 OC Anbr
pabouas
CTaHLIUS WITH
aHayor
Hroro 15 (9 B ciyuae 13 (7 B cyuae 6016
UCTIOJNB30BAHUS | HCIIOJIb30BAHMS
OC Anbt unu OC Anbt unu -
aHaJora) aHajyora)

3ananune MoayJb 2

. Hacrpoiite kontposiep nomena Samba DC na cepBepe BR-SRV:

HWms nomena au-team.irpo

Beemute B co3pannbiii jomeH mammnay HQ-CLI

Cozpaiite 5 nonp3oBareneii mis opuca HQ: nmena nons3oBareneii popmara

hquserNe (manpumep hquserl, hquser2 u t.1.)

Coznaiite rpynny hq, BBeauTe B rpynny CO3/IaHHbBIX MMOJIb30BATEEH

Yoenutecs,

qT0 MMOJIB30BaTCIIN

aytenTuuuupoarscs Ha HQ-CLI

TPy bl

hq

HUMCHOT

paBo



52

[Tonb3oBarenu rpynnsl hq AOWKHBI WMMETH BO3MOKHOCTH MOBBIIIATH
MPUBUJIETUA JIJIS1 BBITIOJIHEHUS OIPaHAYEHHOTO HAOopa KoMaH/; cat, grep, id.
3armyckarb APYrue KOMAH bl C MOBBIIICHHBIMYA TPABUIICTHSIMU MTOJIb30BATEIH
IPyNIbI TPABa HE UMEIOT.

Cxondurypupyiite (aiinoBoe xpanmmine Ha ceppepe HQ-SRV:

[Tpn moMomM ABYX MOIKITFOUEHHBIX K CEPBEPY IOMOJHUTEIBHBIX JHCKOB
pazmepom 1 I'0 ckoHpurypHupyiiTe TUCKOBBINA MacCUB YpoBHs O

HNms ycerpoiictBa — md0, mpu HEOOXOOUMOCTH KOH(PUIypauus MacchBa
pasMemaercs B (aiine /etc/mdadm.conf

Coznaiite pasnen, oTpopMaTupyiTe pa3en, B KauecTse (ailjioBoi CUCTEMbI
UCIIONIBL3YHTE extd

OObecrneubTe ABTOMAaTHYECKOE MOHTHPOBAHKE B Manky /raid

. Hacrpoiite cepsep ceteBoii ¢aiinopoii cuctemsl (nfs) Ha HQ-SRV:

B kauectBe nmanku odmero gocryna Beioepure /raid/nfs, noctyn s yTeHUs
Y 3aIACH UCKJIFOYUTENBHO T ¢ceTh B ctopony HQ-CLI

Ha HQ-CLI HacTpoiiTe aBTOMOHTHPOBAHUE B MArKy /mnt/nfs

OCHOBHBIE TAPAMETPHI CEPBEPA OTMETHTE B OTUYETE

. Hacrtpoiite cnyxOy cereBoro BpemeHu Ha Oaze cepBuca chrony Ha
mapupytusarope [SP:

Bermecrosmmii cepsep ntp Ha mappytusarope ISP - Ha BEIOOp y4acTHUKA
Crparym cepsepa - 5

B kauectBe ximmentoB ntp Hactpoite: HQ-SRV, HQ-CLI, BR-RTR, BR-
SRV.

Ckonpurypupyiite ansible Ha cepepe BR-SRV:

Cdopmupyiite ¢aiin MHBEHTaps, B MHBEHTAPh AOKHBI BXOAUTh HQ-SRV,
HQ-CLI, HQ-RTR u BR-RTR

PaGouwii katanor ansible noykeH pacnoyararbes B /etc/ansible

Bce ykazanHble MalIMHbI JOJLKHBI O0€3 MPEAYNPEXKICHUN 1 OIIMO0K OTBEYATh

pong Ha KOMaHy ping B ansible mocimannyro ¢ BR-SRV.
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. Pazeepnute BeO npunoxkenue B docker Ha cepeepe BR-SRV:

CpencrBamu  docker momkeH co3naBaThCsi CTEK KOHTEHHEPOB € BeO
OPUIOKEHUEM U 0a30i JTaHHBIX

UcnonwsyiiTe oOpasbl site latestn mariadb latestpacnonaratonuecs B
nupektopun docker B oOpase Additional.iso

OCHOBHOW KOHTEHHED testapp TOJHKEH HA3bIBATHCS tespapp

Konrteilinep ¢ 6a30ii JaHHBIX TOKEH Ha3biBaThCs db

Wmmnoptupyiite ob6pasel B docker, ykaxkure B yaml (aiine mapamerpsl
noaktoueHuss k CYBJl, umsa BJl - testdb, mone3oBarens testc maposiem
P@sswOrd, mnopr mnpunokenus 8080, npu HEOOXOAMMOCTH JAPYTHE
napameTphbl

[TpunoskeHne AOJHKHO OBITh JOCTYMHO JUIsSi BHEUIHUX MOJKIIOYCHUH uepes
nopt 8080

. Pazeepnute BeO npunoxkenue Ha cepeepe HQ-SRV:

Hcnonwsyiite BeO-cepBep apache

B kadectBe cucTemsl yrpaBieHus 0a3aMu JaHHBIX MCNOJIb3YHTE mariadb
®daiinbl BEO NPUIOKEHUS U JamMnl 0a3bl TAHHBIX HAXOASATCS B AUPEKTOPUU web
oOpa3za Additional.iso

BrinoaHuTe uMIopT cxembl U JAaHHbIX W3 (aitna dump.sql B 0azy gaHHBIX
webdb

Cozpaiite monb3oBarens webc maponem P@sswOrd m mpenocraBete emy
mpaBa J0CTyna K 3Toi 0a3e TaHHbIX

@aiisiel index.php 1 IUPEKTOPHIO iMAages CKOMMMPYHTE B KAaTaJIOT BEO cepBepa
apache

B (aiine index.php ykaxure npaBWIbHBIE YYETHBIE JAHHBIE IS
MOAKITFOUEHUS K b/

3anycture BeO cepBep U yOeAUTECH B PA0OTOCIIOCOOHOCTH MTPUIIOKEHUS

OCHOBHBIE TAPAMETPBI OTMETHTE B OTUETE
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Ha wmapmpyTtHzaTtopax CKOHQUIYPUPYHTE CTATUYECKYHO TPAHCISALUIO
NOPTOB:

[Tpobpockre mopt 80808 mnopr mnpunoxkenus testapp BR-SRV  Ha
mapupytuzarope BR-RTR, nns obecnieuenust paboThl NpuiioskeHus testapp
W3BHE

[Tpobpockre mopt 80808 mnoprt BeOG mnpunokenuss Ha HQ-SRV  Ha
mapuipytuzarope HQ-RTR, ans oOecneueHuss paboThl BeO MPUIIOKEHUS
W3BHE

[Tpobpockte mopt 2026Ha mapmpytuzatope HQ-RTR B mopt 2026c¢cepBepa
HQ-SRV, 1ns noakIroueHus K cepBepy N0 MPOTOKOY Ssh U3 BHEIIHUX CETEM
[Tpobpockre mopt 2026Ha mapmpyTuszarope BR-RTR B mopt 2026cepBepa
BR-SRV, st NOAKIIOYEHHS] K CEPBEPY MO MPOTOKOIY Ssh M3 BHEITHUX CETEH.
Hactpoiite BeO-cepBep nginx Kak 0OparHblii mpokcu-cepeep Ha ISP

IIpu o6parieHny Mo AOMEHHOMY HMEHHU web.au-team.irpo y KJIMEeHTa JOKHO
OTKpbIBaThCs BeO mpuiiockeHne Ha HQ-SRV

[Ipn oOpawenun no pomMeHHoMy uMeHHM docker.au-team.irpo KiIHeHTa

JIOJIKHO OTKPBIBATHCS BEO MPUIIOKEHUE testapp

10.Ha mapmpyTtuzarope ISP Hactpoiite web-based aytenTrdukanmro:

[Ipn oOpamenun Kk caidty web.au-team.irpo KJIMEHTY JOJDKHO OBITh
NPEVIOKEHO BBECTH Ay TEHTU(DPMKALIMOHHBIC JTAHHBIE
» B kauectBe noruna s ayteHtudukanyu Beioepute WEBc maponem
P@sswOrd
+ BriOepure ¢aiin /etc/nginx/ htpasswd B kauecTBe XpaHUIUIIA YUYETHBIX
3aInucen
» Ilpu ycnemHol ayTeHTH(PUKALMKM KIMEHT JOJDKEH NEPEHTH Ha BeO

CalT.

11.Y no0HBIM criocoOoM ycranoBuTe npuioxenne Snnekc bpaysep na HQ-CLI

YcraHoBKy Opay3epa OTMETHTE B OTUETE.
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Heo0xomumele MpUIIOKEHHAS:

Tpun 5 03 KO 09.02.06-1-2026-M2. txt

Hucrpykumm mns TO: MHCTpyKumMs s TEXHHYECKOrO aAMUHUCTPATOPa

pasMCICHa B ITPUIIOKCHHUHN

Oopaszen 3aganus aas I'HA /1D ITY (nHBapuaHTHAS 4acTh)

Moayas 1. Hacrpoiika cereBoii HHPpacTpyKTypbl

HeobGxomumo pa3paboTtaTe U HACTPOUTh UHPPACTPYKTYPY HHPOPMALIMOHHO-
KOMMYHUKAI[MOHHON CUCTEMBI COTJIACHO MPEUI0KEHHON Tonooruu (cM. PucyHok
1)

3ajaHue BKIOYAET 0a30BYI0 HACTPOHKY YCTPOICTB:

* TMPUCBOCHHUE UMEH YCTpOiCTBaM
* pacuer IP-agpecanuun

* HACTPOWKY KOMMYTALIMA U MAPLIPYTHU3ALKAH

B xoze mpoekTupoBaHUs U HACTPOWKHM CETEBOM MH(PACTPYKTYPhI CIEAYET
BECTH OTUET O CBOMX JCHCTBUSX, BKJIFOUAs TAOJIMIBI U CXEMBI, TPETYCMOTPEHHBIC B
3aJaHun

[To xkaxaOMy MYyHKTY 3ajaHus, TPEOYIOIIEro OTYET, COCTABUTh TEKCTOBBIM
JOKYMEHT, HA3BaHUE KOTOPOTO MOJKHO COJEPKaTh MHACKC MYHKTa W KpPaTKoe
onucanue. TeKCTOBBIA JOKYMEHT JOJIKEH COJEPKAaTh TEKCTOBYIO MH(OpMALMIO U
MOJKET BKJIIOUaTh CHUMKHM 3KpaHa, KaJpUPOBAHHBIE TaKUM 0Opa3oM, 4YTOOBI
OTHOCALIASACS K BBIMOJIHEHUIO 3aJjaHus MHPOPMALlKsl HA CHUMKaX Oblia YUTAEMOH.

HTOroBblif OTYET MO OKOHYAHMM PAOOTHI CIEIYET COXPAHUTH HA JUCKE
pabouero mecra u 3anaTh uMms (Qaiina - GamunusYuactaukaMonyiiel 6e3 yuéra

paciumpeHus
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auCTpuOyTHBA
Linux
BR-RTR 416 B ciiyuae 4 sanpa B 10T6 OC EcoRouter,
UCTIOJIb30BAHUS ciydae B Clly4ae
EcoRouter HCIIOJIb30BAHUS HEBO3MOKHOCTH
1T'6 B cayvae EcoRouter WCTIOJIb30BAHUS
HCIIOJIb30BAHUS 1 sapo B EcoRouter
IuCTpUOyTHBA ciy4dae aUCTpUOyTHUB
Linux HCIOJIb30BaHUs Anpt JeOS unu
auCTpuOyTHBA aHajor
Linux
HQ-SRV 216 1 ssmpo 10T6 OC Anbr
cepBep WIH
aHayor
BR-SRV 216 1 simpo 10T6 OC Anbr
cepBep WIH
aHasor
HQ-CLI 216 2 siapa 15T6 OC Anbr
pabouas
CTaHLIUS WU
aHajor
Hroro 15 (9 B ciyuae 13 (7 B cyqae 6016
UCTIOJIB30BAHUS | HCIIOJIb30BAHMS
OC Anbt unu OC Anbt unu -
aHaJora) aHajyora)

3apanue moayan 1

1. IlpousBeaure Ga30BYIO HACTPOHKY YCTPOMCTB:

* Hacrpoiite nmMeHa yCTpOWCTB COINIACHO TOMOJIOTMU. MCIOnp3yiTe MoHOE
JOMEHHOE UM

» Ha Bcex ycrpoiicTBax HE00X0IMMO CKOH(pUrypuponats [Pv4:
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+ [P-agpec nomkeH ObITH U3 MPUBATHOIO IMANTA30HA, B CJIy4ae, €CIU CETh
JlokanbHas, cornacHo RFC1918
» JlokanmpHas cetb B ctopony HQ-SRV(VLAN 100) nokHa BMEAaTh HE
Oonee 32 agpecoB
» JlokanmpHas cetb B ctopoHy HQ-CLI(VLAN 200) nomkHa BMearh HE
MeHee 16 aapecoB
» JlokanmpHas cetb ans ynpasieHus(VLAN 999) nomkHa BMEHarh He
Oonee 8 anpecos
» JlokanmpHas ceth B cTopoHy BR-SRV nomkHa Bmemars He Oomnee 16
anapecoB
Ceenenust 00 ajmpecax 3aHeCHTe B TAa0JuIy 2, B KA4yeCTBE NpHUMEpa
ucnoae3yiite [lpun 3 O1 KOJI 09.02.06-1-2026-M1
. Hacrpoiire noctyn k cetn MHTepHer, Ha mapupytuzarope [SP:
Hacrpoiite anpecanuro Ha natepdericax:
HHutepdeiic, NOAKIIOUCHHBIA K MaruCcTpajibHOMY MpPOBaiepy, MOJyYaeT
anpec no DHCP
HactpoiiTe MapmpyT Mo yMOJIYaHUIO, €CIIM 3TO HEOOXOAUMO
Hacrpoiite unrtepdeiic, B cropony HQ-RTR, untepdelic moaktoueH K ceTu
172.16.1.0/28
Hacrpoiite untepdeiic, B cropony BR-RTR, untepdeiic noakintoyeH k cetu
172.16.2.0/28
Ha ISP HacTpoiiTe OWHAMHYECKYK) CETEBYH) TPAHCISALMIO TOPTOB IS
nocryna k cetn Marepaer HQ-RTR u BR-RTR.
. Cozpaiire oKanpHbIe yUETHBIE 3anMCH Ha cepepax HQ-SRV u BR-SRV:
Coznaiite nmonb3oBarens sshuser
[Tapone nonw3oBarens sshuser ¢ maponem P@sswOrd
Unentudukarop nonb3oparens 2026
[Tonw3oBarens sshuser MOKEH MMETH BO3MOKHOCTH 3amyckaTth sudo 0e€3

BBOJIA TTAPOJIS
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Cozpaiite monp3oBarens net admin va mapmpytuzaropax HQ-RTR u BR-
RTR

[Tapone nonw3oBarens net_admin ¢ maponem P@sswOrd

[Tpu Hactpoiike OC Ha 6a3e Linux, 3amyckarte sudo 0€3 BBOA mapoJist

[Tpu Hactpoiike OC ortaMuHbIX OT Linux monb3oBaTens MOJKEH 00Jaarh
MAaKCHMAJIbHBIMH TPUBUIICTUSIMH.

. Hacrpoiite kommyTamuto B cermente HQ cneayromum oOpazom:

Tpapuk HQ-SRV nomxken npunaanexars VLAN 100

Tpapuk HQ-CLI nomken npunaiexxars VLAN 200

[TpenycMOTpETh BO3MOXKHOCTD Niepeaaun Tpaduka ynpaeineHus B VLAN 999
Peanuzoate Ha HQ-RTR mapmpytu3anmro Tpadurika Bcex ykazaHHbix VLAN
C MCIOIB30BAHUEM OJHOTO CETEBOrO anantepa BM/pusnueckoro nopra
CBeneHust 0 HACTPOIMKE KOMMYTallM BHECUTE B OTYET

. Hacrpoiite O6e3omacHblii ynaneHHsiii qoctyn Ha cepeepax HQ-SRV u BR-
SRV:

JUTsl MOAKITFOUEHUS MCTIONb3yiTe nopt 2026

PazpemmTe noAKIFOUEHUST NCKITIOUMTENBLHO MOJIB30BATENO sshuser
OrpaHn4bTe KOJIMYECTBO MOMBITOK BXOa 10 IBYX

Hacrpoiite 0annep «Authorized access onlyy.

. Mexny opucamu HQ m BR, Ha mapmpyrmzaropax HQ-RTR u BR-RTR
HEOOXOMMO CKOH(PUTypUpOBaTh 1p TYHHEb:

Ha Bo160p Texnonorun GRE wm IP in [P

CBeneHust O TYHHETE 3aHECUTE B OTUYET.

. ObGecnieupTe AMHAMHYECKYIO MApLIPYyTH3ALMIO Ha MmapupyTtusaropax HQ-
RTR u BR-RTR: cetu ogHoro oduca nokHbl ObITh TOCTYIHBI U3 APYTOTO
opuca m HaoOopoT. s obecrneueHWs NUHAMWUYECKOW MapIIpyTHU3ALHAA
ucnosb3yite link state mpoToKo HA YCMOTPEHUE YyUACTHUKA:

Pazpemmte BBIOpaHHBIH MPOTOKOJI TOJBKO HA HHTEPQEIicax 1p TyHHENs

MapmpyTiu3aropsl JOJKHBL JENUTHCS MAPLIPY TAMH TOJIBKO APYT € APYTOM
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OOecneubTe 3alIUTYy BBIOPAHHOTO MPOTOKOJA MOCPEICTBOM MApPOJbHOMN
3aIUTHI

CBeicHUs 0 HACTPOKMKE M 3aIlUTE MPOTOKOJA 3aHECUTE B OTUET.

. Hacrpoiika nuHaMuM4ecKON TpaHCISIIMKA aapecoB Mmapuupyrtusaropax HQ-

RTR n BR-RTR:

Hactpoiite nuHaMuyecKyr0 TpPaHCIAIUIO aapecoB uisi o0oux O(UCOB B
cropony ISP, Bce ycrpoiictBa B oducax TOJKHBI UMETh JOCTYI K CETH
Hutepuer

HactpoiiTe mpoTokosi AMHAMHYECKON KOH(Urypamuu XOCTOB Uil CETH B
cropony HQ-CLI:

HacTtpoiite Hy>KHYO IMOJACETH

B kauectse cepsepa DHCP Beictynaer mapmpytuzarop HQ-RTR
Knuentom siBisierca mammaa HQ-CLI

HckimrounTe U3 BBIIAYM apec MapLIpyTU3aTropa

AJpec muI03a no yMoa4aHuro — aapec mapupyrusaropa HQ-RTR

Anpec DNS-cepsepa g mammmnsl HQ-CLI — agpec cepsepa HQ-SRV
DNS-cydpdukc — au-team.irpo

CaezeHUs 0 HACTPOIMKE MPOTOKOJIA 3aHECUTE B OTUET.

10.HacTpoiite ”HQPACTPYKTYyPy pa3peluiecHust AOMEHHBIX UMEH At opucoB HQ

u BR:

OcHoBHoOM DNS-cepBep peanuzoBan Ha HQ-SRV

CepBep nmoipkeH oOecneuyMBaTh pPa3pelICHHE HMMEH B CETEBBIC ajapeca
YCTPOHCTB U 0OpaTHO B COOTBETCTBHUHU ¢ Ta0anueii 3

B kauecte DNS cepBepa NepechbuIKy UCIONIb3YHTE 000 001IeA0CTY THBINA

DNS cepBep(77.88.8.7, 77.88.8.3 wim apyrue)

11.HactpoiiTe 4acoBoil MOSAC Ha BCEX YCTPOWCTBAX (3a HCKIIOUYECHUEM

BUPTYaJIbHOIO KOMMYTATOpPa, B CIy4ae €ro UCMob30BaHMUs) COTJIACHO MECTY
MPOBEACHUS dK3aMeEHA

Taoauma 2
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Hwms yerpoiicTea IP-anpec 11103 MO yMOI4aHUIO
HQ-RTR
BR-RTR
HQ-SRV
HQ-CLI
BR-SRV

Tabnuua 3
YcTpoucTBo 3anuceh Tun
HQ-RTR hq-rtr.au-team.irpo A,PTR
BR-RTR br-rtr.au-team.irpo A
HQ-SRV hq-srv.au-team.irpo APTR
HQ-CLI hq-cli.au-team.irpo APTR
BR-SRV br-srv.au-team.irpo A
ISP (unTepoeiic HanpasnenHsblil B cropoHy HQ-RTR) docker.au-team.irpo | A
ISP (unTepoeiic HanpasnenHbli B ctopoHy BR-RTR) web.au-team.irpo A

Heo0xommmble MPUITOsKEHUS:

ITpun 1 O1 KO/ 09.02.06-1-2026-M1: [11abion oT4eTa

Tpun 2 O1 KOO 09.02.06-1-2026-M1:

o0opyI0BaHus Aj1sl TEXHUUYECKOTO dKcnepTa 13

[Tpun 3 O1 KOJ 09.02.06-1-2026-M1: Ilpumep 3amosHeHUust TaOIULbI

aJIpecoB

HHCTpyKIMA 10 HACTpOIKe

[Tpun 4 O1 KOJ 09.02.06-1-2026-M1: HHcTpykumu 1o O(QpOpPMIIEHUIO

oTuYéra

Heo0xomumele MPUITOKEHHAS:
Tpun 303 KO 09.02.06-1-2026-M1.docx
Tpun 4 03 KO 09.02.06-1-2026-M1.docx
Tpun_1_ 03 KO 09.02.06-1-2026-M1.docx
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Tpun 203 KO 09.02.06-1-2026-M1.docx

HUucrpykumm mns TO: MHCTpyKumMs s TEXHHYECKOrO aAMUHUCTPATOPa

pasMCICHa B ITPUIIOKCHHUHN

Moayas 2. Opranusanusi CeTeBoro aIMUHUCTPHPOBAHUA

HeobOxomumo pa3paboTtaTe U HACTPOUTH UHPPACTPYKTYPY HHPOPMALIMOHHO-
KOMMYHMKALIMOHHOM CHCTEMBI COTTIACHO MPEUIONKEHHON TONOJIOTHN (M. PHCYHOK
2).

Jlns Moaynst 2 UCTIONB3YETC OTACIbHBIA CTEHA. MHCTPYKIUS O HACTPOIKe
CTEHJA JJI1 TEXHUYECKUX aIMUHUCTPATOPOB IJIOIIAAKK B OTACIBHOM (aiiie.

B cTenae npeaHacTpOeHS.!:

» [P-aapeca, Macku moaceTeil U LUTKO3BI 110 YMOITYAHUIO

» CereBas TpaHCISALMS AIPECOB

* [P tyHHens

» JIuHAMHYECKas MapLIPyTU3aLuUs

» Cozpmanbl monwp3oBarenu sshuser Ha cepBepax ®  net admin  Ha
MapIIPyTU3ATOPAX, UM MPEIOCTABIICHBI AAMUHUCTPATUBHBIC TPUBUIICTHH

» Tloptel ssh Ha cepBepax

»  DHCP-cepsep

» DNS-cepBep

»  CepBep HQ-SRV umeeT Tpu JOMOTHUTENBHBIX HAKOTHATENS pazmepom 11'b

[To kaxIOMy MYHKTY 3aAaHus, TPEOYIOIIETO0 OTUYET, COCTABUTH TEKCTOBBIN
JOKYMEHT, HAa3BaHUE KOTOPOIO HOJDKHO COAEPXKATh MHACKC MYyHKTA M KPaTKOe
onucaHue. TEeKCTOBbI TOKYMEHT JOJKEH COAEPKATh TEKCTOBYIO MH(OPMALMIO U
MOKET BKJIFOUaTh CHMMKHM 5JKPaHa, KaJpPUPOBAHHBIE TAaKWM OOpa3oM, YTOOBI

OTHOCAINAACA K BBIITOJIHCHHUIO 3aaHUA I/IH(I)OpMa]_II/IH Ha CHUMKax Oblja YATACMOM.
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HQ-RTR 416 B ciiyuae 4 anpa B 10T6 OC EcoRouter,
HCTIOJNIb30BAHUS ciydae B Clly4ae
EcoRouter HCIIOJIb30BAHUS HEBO3MOKHOCTH
1I'0 B ciyuae EcoRouter HCIOJIb30BAHUS
HCTIOJIb30BAHUS 1 sgpo B EcoRouter
IuCTpuOyTHBA ciy4dae aUCTpUOyTHUB
Linux HCIIOJIb30BaHUs Anpt JeOS unu
auCTpuOyTHBA ananorl0.
Linux
BR-RTR 416 B ciiyuae 4 sanpa B 10T6 OC EcoRouter,
UCTIOJIb30BAHUS ciydae B Clly4ae
EcoRouter HCIIOJIb30BAHUS HEBO3MOKHOCTH
1 I'0 B ciyuae EcoRouter HCIIOJIb30BAHUS
HCTIOJIb30BAHUS 1 sopo B EcoRouter
IuCTpUOyTHBA ciy4dae IUCTpUOYTHUB
Linux HCIIOJIb30BaHUs Anpt JeOS unu
auCTpuOyTHBA aHajor
Linux
HQ-SRV 216 1 ssmpo 1016 OC AnbT
cepBep WIH
aHasor
BR-SRV 216 1 simpo 10T6 OC Anbr
cepBep WIH
aHajor
HQ-CLI 216 2 siapa 15T6 OC Anbr
pabouas
CTaHLUS WITH
aHajor
Hroro 15 (9 B ciyuae 13 (7 B cyuae 6016

UCIOJIb30BAHUSA
OC AnbT nin

aHayora)

UCIOJIb30BAHUSA
OC AnbT nin

aHayora)

3ananue MoayJab 2

1. Hacrpoiite konTposuiep nomena Samba DC Ha cepsepe BR-SRV:
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HUms nomena au-team.irpo

Beemute B co3pannelii fomeH mammay HQ-CLI

Cozpaiite 5 nonp3oBareneii 1is opuca HQ: nmena nons3oBarenei popmara
hquserNe (Hanpumep hquserl, hquser2 u 1.1.)

Cozpaiite rpynny hq, BBEIUTE B rpyIIy CO3JaHHBIX MMOIB30BATENEH
Yb6enutech, UYTO ~ MOJB30BATENM  rpynnel hq  WMEKOT  MPaBo
ayrenTuuuupoarscs Ha HQ-CLI

[Tonb3oBarenmu rpynnsel hq AOWKHBI WUMETH BO3MOKHOCTH MOBBIIIATH
MPUBUJIETWN JIJIS1 BBITIOJIHEHUS OIPaHWYEHHOTO HAbopa KoMaH/ 1 cat, grep, id.
3amyckarb APYrue KOMAH bl C MOBBIIICHHBIMYA TPABUJICTHSIMU MTOJIb30BATEIH
IPyNIbI TPABa HE UMEOT.

Ckondurypupyiite (aiinoBoe xpanwmine Ha ceppepe HQ-SRV:

[Tpn moMomM ABYX MOIKIIOYEHHBIX K CEPBEPY IOMOJHUTEIBHBIX JHCKOB
pazmepom 1 I'0 ckoHpurypHupyiiTe TUCKOBBINA MacCUB YpoBHs O

HNwms ycerpoiictBa — md0, mpu HEOOXOOUMOCTH KOH(PUIypauus MacchBa
pasMemaercs B (aiinie /etc/mdadm.conf

Cozpnaiite pasnen, orpopMaTupyiTe pas3ien, B KauecTse (ailiioBoi CUCTEMBI
UCIIONIBL3YHTE extd

OObecneubTe ABTOMAaTHYECKOE MOHTHPOBAHKE B Manky /raid

. Hacrpoiite cepsep ceteBoii ¢aiinopoii cuctemsl (nfs) Ha HQ-SRV:

B kauectBe nmanku odmero gocryna Beioepure /raid/nfs, noctyn asis yTeHUs
Y 3aIACH UCKJIFOYUTENBHO T ceTh B cTtopony HQ-CLI

Ha HQ-CLI nacTpoiiTe aBTOMOHTHPOBAHHUE B MArKy /mnt/nfs

OCHOBHBIE TAPAMETPHI CEPBEPA OTMETHTE B OTUYETE

. Hacrtpoiite cnyxOy cereBoro BpemeHun Ha Oaze cepBuca chrony Ha
mapupytusarope [SP:

Bermecrosmmii cepsep ntp Ha mapupytusarope ISP - Ha BEIOOp yyacTHUKA

Crparym cepsepa - 5
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B kauectBe ximmentoB ntp Hactpoite: HQ-SRV, HQ-CLI, BR-RTR, BR-
SRV.

Ckonurypupyiite ansible Ha cepepe BR-SRV:

Cdopmupyiite Qaiii MHBEHTaps, B UHBEHTaph NOJDKHBI BXoAUTh HQ-SRV,
HQ-CLI, HQ-RTR u BR-RTR

PaGouwii katanor ansible noykeH pacnoyararbes B /etc/ansible

Bce ykazanHbie MallvHbI JOJLKHBI 0€3 MPEaYNPEKICHUI 1 OIIMO0K OTBEYATh
pong Ha KoMaH1y ping B ansible nocnannyto ¢ BR-SRV,

Pazsepuute BeO npunoxenue B docker Ha cepeepe BR-SRV:

CpencrBamu  docker momKeH co30aBaThCsi CTEK KOHTEHHEPOB €  BeO
NPWIOKEHUEM U 0a30i TaHHBIX

Ucnonw3yiite oOpasbl site latestn mariadb latestpacnonaratonuecs B
nupektopun docker B oOpase Additional.iso

OCHOBHOW KOHTEHHED testapp TOJHKEH HA3bIBATHCS tespapp

Konrteilinep ¢ 6a30i JaHHBIX TOKEH Ha3biBaThes db

HWmmnoptupyiite obOpasel B docker, ykaxure B yaml (aiine mapamerpsl
noaktoueHuss Kk CYBJl, umsa BJl - testdb, mone3oBarens testc maposiem
P@sswOrd, mnopr mnpunokenus 8080, npu HEOOXOAMMOCTH JAPYTHE
napaMeTpsl

[TpunoskeHre AOIKHO OBITH JOCTYNHO AJIi BHEIIHWX MOJAKITFOUEHUH 4epe3
nopt 8080

Pazeepuute BeO npunoskenune Ha cepeepe HQ-SRV:

Hcnonwsyiite BeO-ceprep apache

B kadecTBe cucTemsl yrpaBieHus 0a3aMu JAHHBIX MCNOJIb3YHTE mariadb
daiinbl BEO NPUIOKEHUS M JaMnl 0a3bl TAHHBIX HAXOAATCS B AMPEKTOPUU web
oOpa3za Additional.iso

BrinoaHuTe uMOoOpT cXxembl U JaHHbIX U3 (aiina dump.sql B 0azy JaHHBIX

webdb
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Cozpaiite mosb3oBarens webc maponem P@sswOrd m mpenocraBete emy
mpaBa J0CTyna K 3Toi 0a3e TaHHbIX

@aiiniel index.php 1 IUPEKTOPHIO iMages CKOMMMPYHTE B KaTaJIoT BEO cepBepa
apache

B (aiine index.php ykaxure npaBWIbHbIE YYETHBIE JAHHBIE IS
MOAKTFOUEHUS K b/

3anycture BeO cepBep U yOEAUTECH B PA0OTOCIIOCOOHOCTH MTPUIIOKECHUS
OCHOBHBIE TAPAMETPBI OTMETHTE B OTUETE

. Ha w™apmpytuzaropax CKOHQUIYpUpPYHTE CTATHYECKYIO TPAHCIISILHIO
NOPTOB:

[Tpobpockre mopt 8080B mnopr mnpunoxkenus testapp BR-SRV  Ha
mapupytuzarope BR-RTR, nns obecnieuenust paboTel NpuiioskeHus testapp
W3BHE

[Tpobpockre mopt 8080B mnoprt BeG mnpunokenuss Ha HQ-SRV  Ha
mapuipytuzarope HQ-RTR, ans oOecneueHust paboThl BEO MPHIIOKEHUS
W3BHE

[Tpobpockre mopt 2026Ha mapmpytuzatope HQ-RTR B mopt 2026c¢cepBepa
HQ-SRV, s noakmtoueHus K cepBepy Mo NPOTOKOMY ssh U3 BHEIIHUX CETEH
[Tpobpockre mopt 2026Ha mapmpytuszarope BR-RTR B mopt 2026cepBepa
BR-SRV, s NOAKIIOYEHHS K CEPBEPY MO MPOTOKOY Ssh M3 BHEITHUX CETEH.
. Hacrpoiite BeO-cepBep nginx kak oOpaTHeIA MpoKcH-cepBep Ha [SP

[Tpu oOpalleHnn Mo JOMEHHOMY UMEHH Web.au-team.1rpo y KITMeHTa JOHKHO
OTKpbIBaThCs BeO mpuiiockenne Ha HQ-SRV

[Ipn oOpawenun no pomeHHoMy uMeHHM docker.au-team.irpo KiIHMEHTa

JIOJIKHO OTKPBIBATHCS BEO MPUIIOKEHUE testapp

10.Ha mapmpyTtuzarope ISP Hactpoiite web-based ayTenTrdukanmro:

[Ipn oOpamenun Kk caidty web.au-team.irpo KJIMEHTY JOJDKHO OBITh

MNPpCAJIOKCHO BBCCTH aYTeHTI/I(I)I/IKaHI/IOHHBIe JAaHHBIC
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* B kauectBe noruna uis ayteHTaukanyu Beioepute WEBc maponem
P@sswO0rd
* BriOepure ¢aiin /etc/nginx/ htpasswd B kauecTBe XpaHUIUIIA YUYETHBIX
3aInucen
» [lpu ycnemHo#l ayTeHTH(UKALMKM KIMEHT NOJDKEH NEPEHTH Ha BEO
CaiT.
11.Y no0HBIM criocoOoM ycranoBute npuioxenne Sunekc bpaysep na HQ-CLI

* YcraHOBKY Opay3epa OTMETHTE B OTUETE.

Heo0xomumele MpUIIOKEHHAS:

Tpun 5 03 KO 09.02.06-1-2026-M2. txt

Hucrpykumm mns TO: MHCTpyKumMs i TEXHHYECKOrO aAMUHUCTPATOpa

pasMCICHa B ITPUIJIOKCHHUHN

Moayasb 3. Ikcniyarauus 00beKTOB CeTeBOii HHPPACTPYKTYPHI

HeobGxomumo pa3paboTtaTe M HACTPOUTh UHPPACTPYKTYPY HHPOPMALIMOHHO-
KOMMYHHKALIMOHHOM CHCTEMBI COTTIACHO MPEUIOKEHHOH TONOJIOTHM (M. PHCYHOK
3).

3ananue Moy 3 COIEP)KAT MATPALMIO MOIB30BATENECH, PA3BEPTHIBAHUE U
HACTPOMKY WLEHTpa cepTu(MKALKK, BbIOAYY CEepTHPUKATOB BEO cepBepaM s
mudpoBanuss Tpapuka, HACTPOHKY MHQPPOBAHHOTO TYHHENS, HACTPOUKY
MEXKCETEBOTO JKPaHa, MPUHT-CEPBEPA, CEPBEPA JIOTMPOBAHWS W MOHHMTOPHHTA,
ABTOMATH3allMd HA OCHOBE HMH(PACTPYKTYPBI OTKPBITHIX KIFOUEH, HACTPOHKY
3alUThl MPOTOKOA ssh oT mepedopa, HACTPOUKY MPOrPAMMHOI0 0OECICUCHHUS ISt
CO31aHus APXUBHBIX KOIHI

B xoae npoekTupoBaHus M HACTPOMKK CETEBON MH(PACTPYKTYPHI CIEAYET

3aHOCHUTB 3allMCh B OTUCT O CBOHX HeﬁCTBHHX, KOorga >5To Tpe6yeTC$1 B 3adaHHUH.
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auCTpUOyTHBA HCIOJIb30BaHUs Anpt JeOS unu
Linux auCTpuOyTHBA aHajior
Linux
BR-RTR 416 B ciiyuae 4 sanpa B 10T6 OC EcoRouter,
UCTIOJIb30BAHUS ciydae B Clly4ae
EcoRouter HCIIOJIb30BAHUS HEBO3MOKHOCTH
1I'0 B ciyuae EcoRouter HCIIOJIb30BAHUS
HCTIOJIb30BAHUS 1 sopo B EcoRouter
IuCTpUOyTHBA ciy4dae aUCTpUOyTHUB
Linux HCIOJIb30BaHUs Anpt JeOS unu
auCTpuOyTHBA aHajor
Linux
HQ-SRV 216 1 ssmpo 10T6 OC Anbr
cepBep WIH
aHayor
BR-SRV 216 1 simpo 10T6 OC Anbr
cepBep WIH
aHasor
HQ-CLI 216 2 siapa 15T6 OC AnbT
pabouas
CTaHLIUS WU
aHajor
Hroro 15 (9 B ciyuae 13 (7 B cyqae 6016
UCTIOJIB30BAHUS | HCIIOJIb30BAHMS
OC Anbt unu OC Anbt unu -
aHayora) aHayora)

3ananune moayan 3
1. BBINOJHUTE UMITOPT MOJIB30BATENEH B TOMEH au-team.irpo:
* B kauectBe (aiina uctouHuka BeIOEpUTE (aiiyl USErs.CSV pacnojiararouuics

B 00pasze Additional.iso
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[Tonb3oBaTen AOMKHBI OBITH UMIOOPTHPOBAHBI CO CBOMMHU MApOJISIMU U
JOPYTAMU aTpulyTaMu

Y6eaurech, 4TO UMIOPTUPOBAHHBIC MOIB30BATEIN MOTYT BOHTH HA MAIlMHY
HQ-CLI

. BemmonmauTe HacTpoiKy 1ieHTpa ceprudukanmm Ha 6aze HQ-SRV:
Heo0xoauMo UCnoib30BaTh OTEUECTBEHHBIE AJITOPUTMbI LI (PPOBAHUS
Ceptuukarts! BeraatoTcs Ha 30Hei

Ob6ecneuste noBepue ceprudukary ans HQ-CLI

Brrpaiite ceprudukatsl BeO cepepam

[lepenactpoiite paHee HACTPOCHHBIA PEBEPCUBHBIA MNPOKCH NEINX Ha
npoTtokod https

I[Ipu oOpamenun K BeO cepeepam  https://web.au-team.irpo  wu
https://docker.au-team.irpo y Opay3epa KJIMEHTa HE JOJKHO BO3HUKATh
MPERYIPEKICHU.

. Ilepenactpoiite  ip-TyHHenb ¢  0a30BOro J0  YPOBHS  TYHHES,
oOecrneunBaroniero mm@poBanue Tpapuka

Hacrpoiire 3amminennsiii tyHHens Mmexxay HQ-RTR u BR-RTR

Bhecute He0OXOQMMblE HM3MEHEHUS B KOHPUIYpalMIO JWHAMHYECKON
MaplIpyTU3allMK, MPOTOKON JAMHAMUYECKON MaplipyTH3aluu JOJIKEeH
BO300HOBUTH PA0OTY MOCIE MEPEHACTPOUKHN TYHHES

BriGpanHoe mporpammHoe odecnedeHrne, 0OOCHOBAHUE €r0 BHIOOpA M €r0
OCHOBHBIE TAapaMETPhbl, W3MEHEHHS B KOH(Urypalluu JUHAMUYECKON
MapIIPyTU3ALMU OTMETHTE B OTUETE.

. Hacrpoiite mexcereBoit akpan Ha mapurpytuzaropax HQ-RTR u BR-RTR Ha
ceThb B CTOpOHY ISP

ObecnieubTe paboty mnporokosioB http, https, dns, ntp, icmp wim
JOMOJHUTEIBHBIX HY>KHBIX MPOTOKOJIOB

3anpeTuTe OCTabHBIE MOJIKIIOUEHUS M3 CETU MHTEpHET BO BHYTPEHHIOK

CCTh.
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. Hactpoiite npunTt-cepBep cups Ha ceppepe HQ-SRV:
OnyOnukyiite BUpTyansHslil pdf-npuHrep
Ha ximmente HQ-CLI moaKIt0YUTE BUPTYAIBHBIA MPUHTEP KAK MPUHTED 110
YMOJTYAHHUIO.
. Peanmusyiite norupoBanue npu nomoiu rsyslog Ha ycrpoiictBax HQ-RTR,
BR-RTR, BR-SRV:
Cepsep cOopa noroB pacnojiockeH Ha HQ-SRV, yOenutech, 4to ceprep HE
SBJISIETCS] KITUEHTOM CaMOMYy ce0e
[Tpuoputet cooOLICHMIA OMHKEH OBITh HE HIKE warning
Bce skypHallbl MODKHBI HAaXOJAUTHCS B AUpeKTOopuu /opt. Jlis Kakmoro
YCTPOICTBA JOKHA BBIIEHATHCS CBOS MOAIMPEKTOPHS, KOTOPask COBNAAACT C
MMEHEM MallMHBI
Peanuzyiite poranuto coOpanHbIx J0roB Ha cepeepe HQ-SRV:

* PortupyroTcs BCE JIOTHM, HaxXOASIIUECSs B  JUPEKTOPUM U

MOJIUPEKTOPUSIX /Opt

» Poraums mpou3BOAMTCS OJUH Pa3 B HEACITIO

+ Jlorn HEOOXOMMO C)KUMATh

*  MuHHMMAJIBHBIA pazMmep JIOToB Juis potauuu — 10Mb.
. Hacepsepe HQ-SRV peanusyiTe MOHUTOPUHT YCTPOMCTB C MOMOIIBEO
OTKPBITOI0 TPOrPaMMHOT0 00eCTIeUEHUS
O6ecneubte goctynHocTh Mo URL - http://mon.au-team.irpo st cereit
oduca HQ, BHeCHTE M3MEHEHHS B MH(PACTPYKTYPY Pa3PEIICHUS TOMEHHBIX
UMCH
MonuTopuTh HYkHO ycTpoiictea HQ-SRV u BR-SRV
B MOHUTOpHHTE NOHKHBI BU3yAIBHO 0TOOpaXkarbes Harpy3ka Ha LI, o0bem
3aHsaTol OIl 1 OCHOBHOTO HAKOMUATENS
Jlorun u nmaponb s ciy>k0bl MOHUTOpUHra admin P@sswOrd

Opranuzyiite noctyn k mouutopunry ainss HQ-CLI, 6e3 BHemHero nocryna
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BriGop mnporpammHOro oOecnedyeHrs, OCHOBAHUE BBIOOpPA M OCHOBHBIE
napaMeTpel € YKa3aHWEM IMOPTAa, HA KOTOPOM pabOTaeT MOHUTOPWHT,

OTMETHTE B OTUETE

. Peaymzyiite mexanu3m unaBeHTapusaunu Mmammd HQ-SRV u HQ-CLI uepes

Ansible na BR-SRV:

[Tnelbyk nomkeH cooupars HHPOPMALIUIO O padOYMX MECTAX:

HWms kommbrotrepa

IP-anpec xoMnbroTepa

[1neitdyk, momkeH OBITH pa3MellleH B AUpPEKTOpuur /etc/ansible, oTuéThl B
noagupekropun PC-INFO, B ¢opmare .yml. daiibl 10JDKHBI HA3bIBAECTCS
UMEHEM KOMIbIOTEPA, KOTOPbIH ObLJT MHBEHTAPU3UPOBAH

daiin nneibyka pacnonaractcs B oOpaze Additional.iso B aupekTopuun
playbook

Ha HQ-SRV Hactpoiite nporpammHoe oOecnieuenue fail2ban ajis 3amuThl
ssh

Ykaxure nopt ssh

[Tpu 3 HEeyCMENIHbIX aBTOPU3ALIMAX aIPeC aTaKYIOLIETo MonaaacT B 6aH

ban npousBoauTcs Ha 1MUHYTY

10.Hacrpoiika pe3epBHOro KonupoBanust qpupexropuu cepsepa HQ-SRV:

» Ha HQ-SRYV pa3BepHyTh IpOrpaMMHOE 00€CTIEUEHUE IJIs1 PE3EPBHOTO
KOMMAPOBAHUS W BOCCTAHOBJICHUsI JAHHBIX C 3alMTON OT BUPYCOB-
U (PPOBATBIIAKOB

* B KayecTBe pelICHHs PEKOMEHIYETCS MCIOJIb30BATh NMPOrPAMMHOE
obecnevyenne Knubep bakan Bepcun 17.4 wnm ananor

» Hactpoiite opranuzanuto irpo

» Hacrpoiite monws3oBarens ¢ nmpaBaMM aJIMUHHACTPATOpPA HA CEPBEPE
HQ-SRV, nums none3oBarens irpoadmin ¢ maposiem P@sswOrd

* VYcranoBure Ha HQ-CLI areHT ¢ (pyHKOMAMH y3/1a XpaHWIMINA U

MOJIKJTFOUUTE €r0 K CEPBEPY YIPaBJICHUS
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+ Ha y3ne xpanwnuma HQ-CLI coznpaiite mupexroputo /backup u
BBIOCPUTE €€ B KAUECTBE YCTPOHCTBA XPAHCHHSI
» Cospaiite 1Ba MaHa pe3epBHOTO Konuposanus mis cepeepa HQ-SRV
* IUIaH JJIsl PE3EPBHOIO KOMMUPOBAHMSI IUPEKTOPUH /etc U BCEX €€
MOJAUPEKTOPUIA
* IUIaH AJI PE3€PBHOTO KONMUpoBaHMs 0a3bl naHHbIX webdb Tuma
mysql
* BBINOTHUTE PE3EPBHOE KOMMPOBAHHUE AWPEKTOPUM /etc M Beex €&
noaaupekropuii cepsepa HQ-SRV na y3en xpanenus HQ-CLI
* BrmonauTe pe3epBHOE KonmupoBaHue Oa3bl naHHbIX webdb cepeepa

HQ-SRV Ha y3en xpanenus HQ-CLI

Heo0xomumele MpUIIOKEHHAS:

Tpun_ 6 03 KO 09.02.06-1-2026-M3. txt
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[Tpunosxxenune 1 k Tomy 1

OLNCHOYHBLIX MaTCpraioB

Pexomenpanun no popmuposanuro BapuaruBHoii yactu KO/I,

BAPHATUBHOI YaCTH 3aJaHUsI M KpUTEepUeB oueHuBanus ais 1 IIY

OOpazoBarenbHas OpraHu3alys Mpd  HEOOXOAMMOCTH CaAMOCTOSITENIBHO
(dopmupyeT coaepxanue BapuatuBHoii yactu KO/I, BapuaTuBHO YacTH 3a1aHus U
KpuTepueB oneHuBanus s J12 1Y Ha ocHOBe KBaM(pMKALMOHHBIX TPEOOBAHUA,
3aSBJICHHBIX ~ OpraHu3auusiMd, paboOTONATENSIMA,  3aWHTEPECOBAHHBIMH B
NOATOTOBKE  KaApOB COOTBETCTBYIOIIEH KBaIM(PUKALMK, B TOM  YHUCIE
ABIIFOIIMMUCSA ~ CTOPOHOM  JIOTOBOpa O  CETeBOM  (opmMe  peam3anuu
o0pa3oBaTeabHBIX MpOrpaMM W (WJIW) JOrOBOpa O MPAKTUYECKOW MOATOTOBKE
o0y Jarommxcsl.

ITpn dopmupoBanum coaep:kanus BapuatuBHoi vactu KO/ mia 1D 1Y
PEKOMEH Ty €TCSI UCIIOJIb30BATh HUKECTEAYOIUE (POPMBI TAOJIHILL.

Hupopmanus o mpoaoDKUTeNnbHOCTH 1D mpoQMIBHOTO YPOBHS € YUETOM
BapuaTHBHOMW yacTh popmupyercs no Gopme cormacHo Tadbmmue Ne 1.1.

Tabnwuia No 1.1

CocraBHasi yacTb
Bun Vposenn 2 KOJA [ponomkurensHocts 1D
aTTecTalHu p (uaBapuanTHasi/ (ue Oouiee)
BAPHATHBHASI YACTb)
0 4. 00 muH.
COBOKYMITHOCTB
. . <HPOOOIANCUMENTLHOCHTL He
I'MA PO UITBbHBIN VHBapUaHTHOU U

. . Oonee 5 acmpoHoOMU4eCKux

BapUaTUBHOMN YacTel

Yaco6>

ConepxarenpHas CTpykTypa BapuatuBHOW uactu KO/ mna IO 11V
(kB (pUKaMOHHBIE TpeOoBaHUsl padoroaareneii) Qopmupyercs mno ¢gopme

corjtacHo Tadmuie No 1.2,
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Tabnuma Ne 1.2

Ne Bua gearejibHOCTH Ilepeuennb Ilepeuyenb oueHMBaeMbIX
. /;1 (Bua npodeccuoHATLHON OLICHUBAEMBbIX YMEHHH, HABBIKOB
AeSITeJIbHOCTH) OK, IIK (IpaKTHYECKOro ONbITA)

Pacnpenenenve OamioB 1o KpuTepusM oneHuBanuss s D 11V
(BapuaTHBHAs 4acTh) B paMkax [ A ocyuiecTBisieTcs mo (popMe COrjacHoO TaOJIULIE
Ne 1.3.

Tabmuma Ne 1.3

Bua pesitenbHOCTH
Ne . .
a/n (Bua npodeccHOHATBHOM Kpurepuii ouennBanus banasi
AesiTeJIbHOCTH)
0,00
0,00
0,00
BCEI'O (BapuaTusHas yacts KOJI) 25,00

[Tpu popmupoBanuu BapuaruHoi yactu KOJI nns JID 1Y B yactu nepeyns
00Opy/IOBaHUST W OCHALLEHUS, PACXOJHBIX MATEPHUATIOB, CPEACTB OOYUYEHUS U
BOCIUTAHHS PEKOMEHIYETCS UCIONIb30BaTh (popmy Tabmuier Ne 10 Toma 1 OM.

[Tpu popmuposannu BapuatuBHoi yactu KO/ nnst /12 [TY npumepHslii nian
3aCTPONKH TUIOMAJKA MPHU HEOOXOAUMOCTH MOKET OBITh JOMOJHEH OOBEKTaMH
y4eOHO-ITPOU3BOJCTBEHHOW HMH(PPACTPYKTYPbI, HEOOXOAMMOMN HJsi BBIMOIHCHHS
BapuatuBHOM 3ananus (3 [TY, pazpabareiBacmMoii 00pa3oBaTebHON OpraHu3aueii
¢ yuactueM padoToaareieil.

BapuarupHas yacts 3aganus /(3 [1TY dopmupyercs no oopasiy:

BapuatuBnas yacts 3aganue niasa I'HA /1D ITY
Moayas n. <HauMeHOBaHHe BbINOJIHAEMOM 3axa4u>
Texem
Heo0xonmumble MpUIIOKEHHAS:
Moayas n. <HauMeHOBaHHe BbINIOJIHAEMOM 3axa4u>
Texem

HeobOxonnumble MpUIIoKEHAS:
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Kpurepun ouenmBanus BapuaruBHOH yact KOJ| (k BapmartuBHOW 4yactu 3amanus /12 1Y) dopmupyroTcs cormacHo

tadmuie Neo 1.4,

Tabmuia Ne 1.4

OnucaHue OLEHKH
MO IKPUTC PUS
IMoaxpurepmit Konkperasie Onucanne Bec
Bun aesreaprocTr K . OLICHUBAHHS OICHUBACMBIC | pesyaprata | MakCHUMadbHBIH | MOJKPUTCPHSL Hrorossiii
/ Bug PHTCPHH (ymenus, JeHCTBUS BBITIOTHCHUS 6ann OLeHKH - HC MCHEC MaKCHMAaTbHBIH
. OLICHUBAHHUS Moayme
mpodeccuoHaTbHON (OK. TIK) HABBIKH/ (omeparvn) KOHKPETHOTO MOAKPUTEPHUS 0,5; Oasn
JCATCIBHOCTH ’ MPAKTHYCCKUN WM Habop JeHCTBUS - 2 banna - mar 0,5; MO IKPUTCPUS
OIIBIT) JCHCTBHUH JUTI (omeparmn) - He Ooee 3.
OIICHKH MO AKPUTCPUS
MO AKPUTEPHUS B DaJsiiax
2
2
2
2
2
BCEI'O (BapuatusHast yacte KOJI) 25,00

Cxema orieHuBanus (B Oaniax) npeacrapieHa B Tadmmie No 1.5,

Tabmuia Ne 1.5

2 panna | ;meficTBue (oreparnusi) BBITIOJIHEHO B MOJHON Mepe COTJIACHO YCTAHOBJIEHHBIM TPEOOBAHUSM
neiicTBre (Ornepanys) BEIIOJHEHO, HO HUXKE YCTAHOBIICHHBIX TPEOOBAaHMH (MMEIOTCS HE3HAUUTEbHbIE
Cxema oueHHBaHUsI 1 6ann
omnoOKH)
0 6ansioB | nmeiicTBue (omeparysi) He BBITIOJIHEHO, PE3YJIbTAT OTCYTCTBYET
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